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RISX ASSES SPENT P~ THODOLOGY

I
1.1 INTRODUCTION 

.ep or l  lr~~~~~~~~~~~4 ~~~~~~~~~~ 
-

~~~~~

Ri sk assessment is (~~ organized examination of events and conditions that could

harm a Navy ADP system or facility. A comprehensive risk assessment does the

following: —1

Identifies conditions or potential events that threaten harms to the

ADP system or facility, and evaluates the seriousness of these threats.
)

Identifies and evaluates conditions within the ADP ystem or facility

that could allow the *DP system or facility to be damaged , i..., its

vU~n.rabilities;

4. Identifies and evaluates the properties and importance of all of the

resources of the ADP syst or facility , i.e., its assets

4) Estiaat.s the Annual Loss Expectancy (ALE ) of the ADP system or facility

from the thr eats being r.alizsd~

~ Estimates the level of risk to which classified, sensitive , or

mission-essential assets are Ixpossd ~~~t .1

p Identifies the most dangerous or costly weaknesses of the ADP system
or facility, and recommends the sost cost—effective way to remedy

them.

f risk assessment involve s,4~~~~~iiled examinat ion of th. threats to the
system or facility, th. missions, as~~ts, and procedures of the system or

- - facility : and tb. cp rational and security weaknesses of the system or facility.~

4 To be useful , a risk ass.ss nt must consider the current status and mission )
~~~
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of the ADP system or facility. Changes in the mission , configuration, location,
or procedures of the system or facility are cause for a review of the existing

risk assessment.

1.2 PURPOSE

The pr imary purpose for conducting a periodic risk assessment is to evaluate

the exposure of Navy ADP systems or facilities to various threats and to identif y

the most cost—effective countermeasures that will reduce the risk to an accept—

able level.

1.3 RISK ASSES9~ENT METHODOLOGY ~~‘ERVIEW

1.3.1 Introduction and Definitions.

a. Format of the Methodoloqy. The risk assessment methodology consists of

the following six major activities:

( 1) Threat Evaluation. To identify threats and estimate the frequency

of attacks against the ADP system or facility.

(2)  Vulnerability Evaluation. To identify and evaluate the weaknesses

of the ADP system or facility.

( 3 )  Asset Evaluation. To identify the assets of the ADP system or
facility and determine their value and use .

(4 )  Threat /Vulnerability Merger. To estimate the susceptibility of an

ADP system or facility to eadm threat .

- 

- 

(5 )  Asset Exposure Analysis. To quantify the effects of successful
attacks against the assets of the ADP system or facility.

_—2
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(6)  Selection of Countermeasures. To select countermeasures that will
reduce the asset exposure and to re—evaluate the asset exposure to

• determine the ef fect of those countermeasures.

The first three activities are data gathering tasks. This appendix provides
forms and tables to assist in the identification and evaluation of the threats,
vulnerabil.ities, and assets comnon to most Navy AD? systems or facilities.

The next two act ivities are computational . This appendix also provides forms
and tables to compute the current level of security based on the information
collected in the first three tasks.

The final act ivity involves gathering data , performing computations , and making
judgments. Countermeasures are considered for implementation and are recommended
if mandated by policy , cost—effect iveness, or the need to reduce an unacceptable

— risk. Judgment plays a major role in the selection of countermeasures because
— 

the number of possible countermeasures and combinations prohibits an exhaustive
trial.

The individual tasks are described in detail in paragraphs 1.3.2 through 1.3.7.
Paragraph 1.4 provides step—by—step instructions for performing the risk assess-
ment. (Attachment _—1 contains an example of the completed risk assessment
forms.)

b. Definitions.

I l )  An ADP facility is a functional unit that encompasses one or more
• AD? systems and provides all required support funct ions. Support

f~s~ctions include power and enviro meenta l control systems as well as
maintenance, guard , and other support personnel as needed . An ADP
facility may be fixed or mobile; it may be organizationally dedicated
or shared; and it may be intended for peacetime, crisis, or wart ime
applications.

(~~
• 

I
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(2 )  An asset of an AD? system or facility is any physical, informational,
software, or personnel resource of the system or facility.

(3) A threat to an AD? system or facility is any circumstance or set
of circumstances with the potential to cause harm to the system or
facility in the form of unauthorized destruction , disclosure,
modification , or denial of service of any of the assets of the
system or facility. A threat may arise from natural , malicious-
human , or accidental-human causes. A threat is a potential for
harm , the presence of a threat doss not mean that it will neces-
sarily cause actual harm.

Threats exist because of the very existence of the system or facility

- - 
and not because of any specific weakness of the system or facility.
For example, the threat of fire exists at all facilities, regardless

- 
- of the amount of fire protection available.

- 
~- 

(4) An attack on an AD? system or facility is the realization of a
threat • How often a threat is acted upon depends on such factors

- 
- as the location , type , and value of information processed . Thus,

short of moving the system or facility, or radically changing its
mission, there is usually no way that the level ~~ protection can
affect the frequency of attack. The exceptions to this are certain
human threats where effective security measures can have a deterrent
effect. The fact that an attack is made does not necessarily mean
that it will succeed. The degree of success depends upon the vulner-
ability of the system or facility.

(5) A vulnerability of an AD? system or facility is a weakness in its
physical layout, organization, procedures, hardware, or software
that may B. exploited to cause harm to the AD? system or facility.
The presenc. of a vulnerability does not in itself cause har m, a
vulnerability is merely a condition or set of conditions that will
allow the ADP system or facility to be harmed.

—4 
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(6)  A countermeasure is any protective action , device, procedure,

technique , or other measure that reduces the vulnerability of an

AD? system or facility to successful attack, i.e., the realization

of a threat . (The relationships among assets , threats, attacks,

vulnerabilities and countermeasures are illustrated in Figure _—1.)

imply

Threats Attacks
the potential for Attempt to penetrate Countermeasures

and exploit Vulnerabilities

Countermeasures

Vulnerability attack
fails

~
- , ~~~

- Attack succeeds and harms the asset(s)

Assets

— 

Figure _—1. Relationship between Assets, Threats,
Attacks, Vulnerabilities, and Countermeasures

(7)  The Annual Loss Expectancy of an AD? system or facility is the

average yearly financial cost of the harm done to the system or

faci lity by successful attacks against its assets.

(8) The level of risk for a particular asset is a measure of how fr .—

qusntly the asset is likely to be attacked successfully. Whether
a level of risk is acceptable or unacceptable will be a policy or

subjective deci sion . Only assets that can not be assigaed a
( dollar value have a level of risk computed for the..

—5
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1.3.2 Threat Evaluation. In a threat evaluation, all of the threats to the

AD? system or facility are to be identified and rated . A threat is rated in

terms of the frequency of attacks against the system based on the threat • For

the purp oses of this risk aseessm~nt ,  a coarse estimate of these frequencies

is sufficient .

The ratings that can be selected are shown in Table _—1.

Often , it is impossible to make even an estimate with much accuracy. To account

for this, the precision of the fr equency estimates is qualified using Table _-2.

This can later be used to perform a worst—case analysis of how large the Annual

Loss Expectancy or risk level could be , based upon the inadequacies of the

available data.

To aid in the evaluation of threats, several generic threats to AD? systems

and facilities have been identified and described on preprinted threat evaluation -
:

( forms, Figures _—7 through _-35. These forms are to be used to record threat

frequency. Th. threat list is not exhaustive and should be added to if necessary

to co~,er threats peculiar to the system or facility. A blank Threat Evaluation

Form, Figure _—2 , is provided for this purpose .

Threats may affect the assets of the AD? system or facility in one or more of

four ways :

I • Unauthorized Destruction

2. Unauthorized Di sclosure

3. Unauthorized Modification

4. Unauthorized Denial of Service

For each of the generic threats identified in this appendix, the potential

impact of the threat has been identified in Figure _—3 and on the threat evalu—

ation forms. The impacts must be identified for any threats that are added.

1.3.3 Vulnerability Evaluation. tn the vulnerability evaluat ion , a~l of the

~~akness.s of the AD? system or facility are to be identified and rated • A

-6
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Table _— I .  Frequency of Attacks

Frequency Rating

Never 0

I I Once in 300 years 1

Once in 3o years 2
- 

- Once in 3 years 3

Once every 4 months or 3 times a year 4

Once a week or 52 times a year 5

Once a day or 365 t imes a year 6

Once every 2 hours 7

Once every 15 minutes 8

Note: Ratings may be modified by + for “more
often than ” or — for “less often than .” For

( 
example , 3+ is more often than every 3 years

- 
— and 3 is less often than every 3 years.

Table _—2. Precision of Estimate

Precision Rating

Very Precise V

Fairly Precise F

Rough R

—7

4 
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Threat Evaluat ion Form
THREAT NAME THREAT FREQUENCY

RATING PRECISION
- (TABLE _.1I (TABLE _21

DESCRIPTION

-- EXAMPLES b EVALUATION GUIDANCE

½ 
-

-
~~~ IMPACT

DESTRUCTION 0 DISCLOSURE 0 MODIFICATION 0 DENIAL OF SERVICE 0
JUSTIFICATION

H U

- Figure _—2

- .A~ - 
_—~~ 

- _ _ _ _ _ _ _ _ _ _ _ _ _
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THREATS IMPACTS

Destruction Disclosure Modification Denial of

Service

Post Employment Access Yes Yes Yes Yes
Disgruntled Employee Access Yes Yes Yes Yes
Agent Access Yes Yes Yes Yes
Uncleared Personnel Access Yes Yes Yes Yes
Emanations (Unintended) No Yes No No
Emanations (Covert) No Yes No No
Emanations (Interference) Yes No Yes Yes
Improper Marking No Yes No No
Improper Handling No Yes No No

- 
- Fraud No Yes Yes No

Alteration of Software Yes Yes Yes Yes
Alteration of Hardware Yes Yes No Yes
Disclosure of Information No Yes No No
Physical Theft Yes Yes No Yes
Eavesdropping No Yes No No
Misuse of Resources No Yes No Yes
Intentional Denial ( Software-) No No No Yes

- 

- Intentional Denial (Hardware) No No No Yes
Power Instability Yes No Yes Yes
Telecommunications Failure No No No Yes
Enviroanental Control Failure No No No Yes
Sabotage Yes No No Yes
Weather Yes No No Yes
Natural Disaster Yes No No Yes
Water Damage — Internal Yes No No Yes

- 
- Water Damage — External Yes No No Yes

Fire — Internal Yes No No Yes
Fire — External Yes No No Yes
Enemy Overrun Yes Yes No Yes

Figure _—3. Threats and Their bipact

(

~

- --— -

-

-

~ 

_ _ _ _ _ _ _
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vulnerability ii rated in terms of how weak the system or facility is with

resp ect to the particular type of vulnerability. The level of vulnerability

represents the inability of the system or facility to resist an attack.

Since it is generally infeasible to assign a numerical value to the vulner—

ability of a system or facility in a particular area , the vulnerabilities are
rated using the descriptive terms found in Tiblc _ 3.

To aid in the evaluation of system or facility vulnerabilities, a number of
common vulnerabilities of AD? systems and facilities have been identified and

described on preprinted vulnerability evaluation fo rms, as in Figures _—3 8
through _—62. These forms are to be used to record the vulnerability level.

The vulnerability list is not exhaustive and should be added to if necessary.

A blank Vulnerability Evaluation Form , Figure _—4 , is provided for this purpose .

1.3.4. Asset Evaluation. In the asset evaluation, each asset of the AD?

system or facility is identified . Each asset is then assigned a value for

each of the four ways in which threats can impact assets (unauthorized destruc-

tion , disclosure, modification, and denial of service).

In a broad sense, the value assigned to an asset in each impact area represents

the importance of not allowing the particular type of harm to happen to the

asset. Ideally, all values should be able to be expressed in dollars . However ,
it is often the case that the consequences of something happening to an asset

can not be assigned a financial cost in any reasonable manner • For example,

the compromise of classified information , denial of service of a guidance

control computer , or the destruction of irreplaceable records have consequences

far beyond any financial cost associated with these actions.

For this reason, an asset can be rated as eithe r or both “dollar—valued” or
non—dollar—valued” for each of the four threat impacts. An asset is considered

to be dollar—valued in an impact area if the resul t of the asset being affected
in the particular way can be assigned a financial value . £f th. result of

- - I being affected can not be assigned a dollar value, or there re consequences

- _— 1o

j  
-

.j  
________ _______
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Table _—3. Ratings for Vulnerabilities

Level of Vulnerability Rating

(~~~~
)

- Very High VS

-
~~~~~ High H

Medium N

Low L

Very Low 

-~~i ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -
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Vulnerabil ity Evaluation Form
VULNERABILITY NAME VULNERABILITY LEVEL

(TA BLE _-3)

DESCRIPTION

EXAMPLES ~ EVALUATION GUIDANCE

‘

I

JUSTIFICATION

(

Figur e _—4

j —12

~~~~~~~~ ~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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other than financial • the asset is considered to be non—dollar—va lued in the

impact area . An asset can be dollar—valued in one impact area and non—dollar-

valued in another~ or it may hay, both types of values in the same impact
area. The latter will be true in many cases where a single asset is used for

a number of different purposes.

Dollar—valued assets are rated using Table _—4 . Non-dollar-valued assets are

given sub :)ective ratings using Table _—5

This data collection is done using the Asset Evaluation Form ( Figure _— 5) .

1.3.5 Threat/Vulnerability Merger. If a threat is to cause harm to an AD?
system or facility, the threat must be able to exploit a vulnerability in the

system or facility. In the threat/vunerability merger, an estimate is made of

the frequency with which each threat succeeds in exploiting each vulnerability

of the system or facility. The frequency of successful attacks against a

particular vulnerability depends upon both the frequency of all attacks and

the degree to which the system or facility possesses the vulnerability.

In general , a threat can attempt to exploit a number of vulnerabilities. How-

ever, some threats clearly have no potential to exploit some of the vulner-

abilities. For example, a person attempting to commit a fraud would not be

able to take advantage of inadequacies in the air conditioning system. Also,

some threat s are ab le to exploit some vulnerability to cause one impact and
- 

- unable to exploit the same vulnerability to cause a different impact . A per son

could exploit gaining access to information through penetration of the operating

system, but this would not lead to the physical deetruction of the computer

itself.

There is a separate Threat /Vulnerability Merger Form for each type of impact .

~~ each form , the threats that could have a particular type of impact are
matched against all vulnerabilities. For the threats and vulner abilities
identified in this chapter, inappropriate combinations hay, been removed from
consideration (see Figure _—6) . Thre ats and vulnerabilities that are un ique

_—13
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Table _—4. Dollar—Valued Assets

Dollar Value Rating

810 1

3100 2
$1,000 3

sio ,ooo 4
$100,000 5

( 31,000 ,000 6
$10,000 ,000 7

$100,000 ,000 8

Note: Ratings may be modi fied by a + or -.
For example, a 3+ is more than $1,000 and
a 4— is less than $10,000.

‘
I

—14
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Table _—5. Ratings for Non—Dollar-Valued Assets

Value Level Rating

Very High YR

High H
-

~~~~ Medium N
Low L

Very Low VL

Top secret High (H) to Very High (VII)

Secret Medium (N) to Nigh (H)

( Confidential , Privacy Act Low (L) to Medium (N)

- All other non-dollar—valued assets mech as sensitive besiness information,
- 

I proprietary softwere, eté., can be rated subj ectively by the risk assessor
at Medium (U ) ,  Low (L),  or Very Low (VL ) as ~~plicable.

—15
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ASSET EVALUATION FORM

ASSET NAME UNAUTNOSIZED US~AUTHORIZEO UNAUThORIZED UNAUThORIZED
DESTRUCTION DI$C&.OSURE MODIFICATION DENIAL OF

_ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _  
SERVICE

- - DOUAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?
vii Qvis 0 ‘~~ vu

0 Nø 
~~~~~~ 0 110 

~~~~~ ~.o 
v~~ti~ 0 NO 

VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED’

D YEs D vi. Dvi. Dvi.
0 NO 

~~~~~~ 0 NO 
~~~~ 

Q NO 
~~~ 0 ~ v*ui~

DOLLAR VALUED? DOLL AR VALUED? DOLLAR VALUED? DOLLAR VALUED?

0 ~~‘ 0 vii o ~~~~~ vii
o NO 

VALUE ~~~ 
NO 

VALUE 0 NO 
VALUE 0 ~ VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

DYEs D~~ 0 YEs 0 vu
O’~° ONO Dso ONOVALUE VALUE VALUE VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

D YEs D YES 0 ~ 0 vis
0 NO 

VALUE ‘~ 
NO 

VALUE 0 NO 
VALUE ~~~ 

NO 
VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

0 vis vis Dvii 0 “~o NO 
VALUE 0 NO 

VALUE 0 110 VALUE DN O  VALUE

DOLLAR VALUED? DOLLAR VALUED? DOU.AR VALUED? DOU.AR VALUED?o yes vii vii 0 ns
o NO 

VALUE 0 NO 
VALUE 0 NO 

VALUE 0 NO 
VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

0 vu Q yEs YEs YES

o NO 
VALUE Q NO 

VALUE 0 110 VALUE 0 NO 
VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?
Dvii 0 ns Dvii DYES

o NO 
VALUE ° 

NO 
VALUE 0 NO 

VWJE 0 NO 
VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

O~~ ~]ns D~~ Qnso NO 
VALUE 0 NO 

VALUE 0 NO vw,~ 
Q NO 

VALUE

(

~~~~~~ _

I ~ _—16

____________________ - 
—— —— - -— —- - - -—- - -  -. ---- --- -—S.-- -—- .~~.--.-----— ,-.-.——~~~ —------ -- — —— - - - -

•

- - ~~~~~~ ~~~~~~~~~~~~~~~



— — - 
~-

-----—---- —~— -— - -  —. —~-r—~~ —-
~ ~~~~—~~~~~~~

- --- - ---~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - —----— - —- -

THREAT/VULNERABILITY MER•ER FORM—
MODIFICATION

— — — — N • N

• 

J ~~~~~~~~~~

______________________ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

:
Covert Operating Systeni Modificat ions

Operating_Syst~~_~~.~~ __________________________

Application Software
Co~~jnicat1on Softwa re —

Znadequate Audit and Security Mechanis m s 
—

Inadequate Error Detection —

- 
- Inadequate Protection Features —

Power Supply 
___________________________ —

Enviro~mientaI Support Systems 
___________________________ —

Building Construction
Internal Physical Access Control — — —

External PhySical Access Contro l : —

Fire Protection - 

—
Operations Procedures
Software Deve l opment Procedure s — —Software Acceptance Procedures 

_________________ ______

Software Maintenance Procedures __________________________ —
Input/Outout Procedures 

_____________________________ -

Supply and Service Procedures
• E~~rgency Procedures 

________________________

Security Procedures and Security Officer 
________________________
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___  -

Personnel 
__________________________ —
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________________________ —

Cemunication Architecture 
_______ ______ — —

___________________________ . — N N • N N • N • •
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to an SDP system can be added and must be included in the procedure. Table

_—6 is used to estimate th. freq uency of successful attacks for each pair .

1.3.6 Asset Exposure Analysis. A threat that successfully exploits a vulner—

ability can harm the ADP system or facility by destroying, disclosing, sodifying

or denying the service of any or all of the assets of the system facility.

The asset exposure analysis measures the impact that the threats are likely to

have on the assets of the RDP system or facility. This impact can be measured

in two ways for each of the four types of harm.

1. The Annual Loss ~ cpectancy (ALE ) for an asset if the harm has financial

consequences (dollar—valued).

2. The level of risk for an asset if the main consequence of the harm can

not be measured in terms of a financial consequence (non—dollar—valued) .
p

( ,
~ The ALE is the measure of the long-term expected cost to the ADP system or.

facility from security events averaged on a yearly basis. The ALE is an

estimate of average yearly cost to replace, repair , or reconstruct assets, and

the average yearly financial penalties or losses resulting fr an delayed proces-

sing or disclosures of information. The ALE is the preferred measure because

it gives a solid basis for justifying the implementation of mney—saving counter—

measures. It is also a standard, easily understandable way of quantifying

probable loses.

Often it is impossible to assign a dollar value to the conseqences of the

unauthorized destruct ion , disclosure , sodif ication , or denial of service of an

asset. This is not because of insufficient data upon which to make a j udgment ,

but because the consequences are so great , irreversible, or far—reaching that

any attempt to attach a dollar value to them is meaningless. For these non—

dollar-valued assets, the best measure of security is the level of risk to
which the asset is ecposed .

-
i 

U
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The level of risk is an estimate of how frequently the asset in question is
likely to be affected in the way that could produce unquantifiable consequences.

Whether or not the level of risk to which an asset is exposed is acceptable must
be detemin.d by either policy or the judgement of the risk assessor.

ALEs are canputed for individual assets and the entire system, broken down by

type of threat or over all impact areas; and by separate vulnerability. The

latter breakdown al lows the weaknesses which are responsible for the greatest

loss to be identified and correct ed.

The level of risk is canputed in each impact area for any individual assets where

the measure is needed . Tables _—7, _—8, and —9 are used for these ccinputations.

1.3.7 Selection and Application of Countermeasures. Beyond giving a view of

current security and risks at an ADP system or facility, a risk analysis provides

a method for determining which potential countermeasure (if any ) would be

desirable. 
-

-
~~~~ Countermeasures should only be applied to achieve some specific benefit. This
- -

~ 
benefit could be a savings of money or a reduction of some unacceptable risk.

For a countermeasure to save money over the life of a system , the amount of

money saved over all the years that the countermeasure is used must exceed the

instal lation cost for the countermeaure. Any countermeasure where this is

true is said to be cost—effective.

Sceetilnes, countermeasures that are not cost—effective must be implemented, if

the risk of canproisising classified data i. except ionally large . These counter-

measures are required if Top Secret or Secret information is processed. No’s—

cost-effectiv, cowster asures may also need to be applied to reduce maccept-

able risks in cases not cover.d by policy. The risk assessment will help to

- 
- identify these countermeasures.

- _ _  
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Table —8. Average Asset ~~cposure Canputation

Frequency of Successfu l Attacks

1 1 1~ f 2 2’ 3~ 3 3~ ~ ‘~ 4~ ~~ 5~ 6 6 6~ 7 7 7’ 8 8

1~ 1 1’ 2 2 2~ f 3~ 3~ 4~ 4~ 4+ 5~ 5~ 5+

1 1~~~i 1’ 2 2 2 3  3 3 ’ 4 4 4 ’ 5 5  5’ 6

1’ 1 1~ 1’ 2 2’ 2~ 3 3~ 3~~~4 4~ 4~ 5 5’ 5~ 6

i~ 1 1~ 2 2 2~ 3 3~ 3~ 4~ 4~ 4~ 5~ 5~ 5~ 6 6 6’

2 l~~~1 1’ 2 2 2~~~3 3 3 ~~~4 4  4~~~5 5 S’ 6 6 6’ 7

1 1 ’ l’ 2 ? 2 ’ 3 3~~~3~~~4 4’ 4~~~5 5’ 5’ 6 6 6 7

3 1~ 1~ 1’ 2 2 2’ 3~ 3~ 3~ 4~ 4~ 4~ 5~ 5~ 5~ 6 6 6~ 7 7~ 7~1 + + 4 + + +3 1 1  1 2 2 2  3 3 3 4 4 6 5 5 5 6 6 6 7  7 7 6

3+ 
~~~ 1’ 1~~~2 2’ 2’ 3 3~~~3~~~4 4~~~4~~~5 5’ 5~~~6 6’ 6’ 7 “ - ~~~5

4 f i~ 1’ 2 2 2~ 3~ 3~ 3~ 4~ 4~ 4~ 5~ 5~ 5’ 6 6 6’ 7 7 7’ 6 8 8

3 1  1’ 2 2 2’ 3 3 3 ~~~4 4 4 ’ 5 5  5’ 6 6 6’ 7 7 7~~~8 8 8~~~9

i~ 2 2 2’ 3~ 3 3~ 4~ 4 4+ 5 5 5’ 6 6 &~ 7~ 7 7~~ 8~ S 8 9• 9

5 1’ 2 2’ 2~ 3 3~ 3+ 4 4•$~ 4+ 5 5~ 5’ 6 6’ 6~ 7 7~ 7’ 8 8’ 8 9 9
4

5 2 3 3 3  4~~~4 4 5 ~~~5 5 6 6 6 7 7 7 5 8 9~~~9 9 1 0 10

• 5’ 2’ 3~ 3~ 3~ 4~ 4+ 4~ 5~ 5~ ? 6 6~ 6’ 7 7 ’ 7# 8 ~~ 5+ 9 9’ 9 10

6 f 3 3
4 

4~ 
4 + 5~ 5 5~ 6 6 6~ 7~ 7 7’ 6 S 5~ 9~ 9 9’ 1~~ 10 10’

6 3 3 ’ 4 4 4 ’ 5 5  S’ 6 6 6’ 7 7 7’ 8 8 8~~~9 9

6~ 3~ C ~~
‘ 5~ 5 ? 6 6 6~ 7~ 7 7’ 8~ 8 8’ 9~ 9

4 4~ 5~ 5 3~ 6 6 6~ 7~ 7 7’ 8 8 8’ 9 9 9

7 4 4 4
3 5  5~~~6 6 6~~~7 7 7’ 8 S 8’ 9 9 9’1O 10 10’

7+ 4~ 5~ 5’ 5’ C 6’ 6’ 7~ 7’ 7’ S~ $~ 5~ 9~ 9~

(5~~ 3 5’6 6  6~~ 7~~ 7 7’5 8  $‘9 9  9~~10 10 10~
5 5 5~ 6 6 6~ 7 7 7~ 8 8 8’ 9 9 9’~~0 10

•~ 5~ C 6~ 6’ 7~ 7~ 7’ 8 8’ 8’ 9~ 9’ 9~ ~~
‘ io’

Note: Ignore precision estimates for average exposure ratings.
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) Table _—9. Exposure Canputation

Asset or Vulnerability Name:

Exposure
Value Number of Ratings: x Psaltiplier — Intermediate Value

1- 
__________ 

x 7
1 

_ _ _ _ _ _ _  
x 10 —

1+ 
_ _ _ _ _ _ _  

x 30 —

2— 
_ _ _ _ _ _ _  

x 70 —

2 
_ _ _ _ _ _ _  

x 100 —

• 2+ 
__________ 

x 300 
— 

, 0 0
3— 

_ _ _ _ _ _  
x 700 — 

__
,_ 0 0

3 
________  

x 1.000 
_ _ _

,0 0 0
3+ 

__________ 
x 3,000 — — — _,0 0 0 •4— 

__________ 
x 7,000 — — _,O 0 0

• 4 
__________ 

x 10,000 , — 0,0 0 04+ 
__________ 

x 30,000 — , — 
0,0 0 0

5— 
__________ 

x 70,000 — , — 
0,0 0 0

5 
__________ 

x 100,000 — 
— 

, 0 0,0 0 0
5+ 

__________ 
x 300 ,000 — 

— 
, 0 0,0 0 0

6— 
__________ 

x 700,000 — 
— 

, 0 0,0 0 0
6 

__________ 
x 1,000,000 — — — _,0 0 0,0 0 06+ 

__________ 
x 3,000 ,000 — — _,0 0 0,0 0 07— 

__________ 
x 7,000,000 — 

— 
,0 0 0,0 0 0

7 
__________ 

x 10,000,000 — , ,0 0 0,0 0 0
7+ 

__________ 
x 30,000,000 — , — _,O 0 0,0 0 0

B— - x 70,000,000 — , — _,0 0 0,0 0 0B 
__________ 

x 100 ,000 ,00 0 — 
— 

, _,0 0 0,0 0 0
8+ 

_________ 
x 300 ,000 ,000 — 

— 
, — _,0 0 0,0 0 0

Total Dollar Value $ 
____________________

Instructions:

1. For each Exposure Value , count the number of times the value appears in the
row or colunn~ being considered on the Asset Exposure Form. Enter this
number in the Number of Ratings coluaui .

2. For each row multiply the number of ratings by its multiplier to obtain the
Intermediate Value.

3. Add all of the intermediate values to obtain the Total Dollar Value.

(
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Countermeas ur es shield or correct vulnerabilities. The portion of the ALE
attributable to each vulnerabiiity is determined in the asset exposure analysis.
This information is used in the selection and application of countermeasures
to test the countermeasures most likely to be cost—effective. A procedure for

select ing candidate countermeasures and testing them for cost effectiveness is
presented in paragraph 1.4.7. A similar procedure for selecting and testing

non—cost—effe ct ive countermeas ures for potential inclusion is also given .

• Countermeasures being examined should be tested in combination as well as
singly to determine if using more than one countermeasure has any advantage.

This must be done . Often countermeasures will partially duplicate each
other and a second countermeasure may provide little or no benefit. The
procedure in paragraph 1.4.7 allows this test.

The effectiveness of countermeasures is rated subjectively using Table _—10.
The number of attacks that successfully penetrate the countermeasure is
estimated using Table _-11.

1.3.8 Worst—Case Analysis. When threats and assets are evaluated , many of the
ratings are made without complete data about attack frequencies, replacement
costs, etc . To take this lack of precise data into account , precision estimates
are made a part of each rating.

This allows for a worst—case analysis of ALEs and levels of risk. A worst—case

analysis measures how high the ALEs or levels of risk could be if all of the
threat and asset evaluations were underestimated • The amount that a rating
could possibly be underrated is related to the precision estimate: the more
precise the rati ng the smaller the error.

Table _—12 is used to estimate how high the threat and asset rating s could
be. The asset exposure analysis can then be redone with the new ratings.

A worst—ca se analysis is useful if a large number of rough ratings have been
made , or if there are particularly valuabl e non—dollar—valued assets that

-24
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Table _— 10. Rati ngs for Countermeasures Application

- -~ Effectiveness of Countermeasures Rating

Very High VH
• High H

H Medium 74

Low L
Very Low VL

U

- -- 
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Table _— 12. Esti~~te of Max imum Ratings

Precision Ratings

- _ _ _ _  
V F R

- 
- 

r r 1 2

Frequency 
• 

1 1 1+ 2~
or Value 

- 
1 ’ 1 2 

- 

2

Ratings 
- 

2 2 2 3

- 
2 2 2~ 3~

- 
2 ” 2 ’ 3~ 4 

-

- 
3 3_ 

- 3 4

3 - 3 3+ 4+

H - 
3+ 3+ 4~ _ _ _ _ _ _

- - 

4_ 4_ 4 5

• 4 4 4+ 5+

- 
4+ 4+ 5 6

H 5 
_ _ _ _ _  - 5 6

1 • 
5 5 5~ 6~

• 5+ 5~ 6 
__________

6 • 6 6 7

-
• 

- 
6 6 6’ 

_ _ _ _ _

6’ 6’ 7 
_ _ _ _ _

- 
7~ 7~ 7 8

H ‘ 
7 7 7+ 8~

- 
7+ 7+ 8 54

H - 
8 

_ _ _ _ _ _ _  
8 

_ _ _ _ _ _ _

- 

- 
8 

- 
8 8’ 

_ _ _ _ _

0+ 0+ 0+ 0+

Directions : Locate the row with the frequency or asset rati ng for
which the maximum value is to be comput ed. locate the column with
the precision of this rating. The maximum rating is at the inter-
section of the row and column .
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• • require protection against the worst conceivable events. The results of the

worst—case analysis can be used to recommend countermeasures based on a

realistic but pessimistic view of the dangers to the ADP system or facility.

• 1.4 RISX ASSESSMENT PROCEDURE S

1.4.1 Introduction. The following paragraphs present the procedures for per-

forming the risk assessment descr ibed in paragraph 1.3. Each section must be

completed before the next section can be started

Each paragraph will describe one procedure and will contain the instructions,
• blank or preprinted form s, and table. for performing the procedures. If forms

completed in a previous step are required , they will be noted.

1.4.2 Threat Evaluation Procedure. Threats to the ADP system or facility are

• I identified, and the frequencies of attacks against the ADP system or facility

are estimated in this step.

a • Forms and Tables Required.

1. Preprinted and blank threat evaluat ion forms (Figures _—7 through

_—35, and Figure __2 (D 1*) .

2. Tables —1 ID) and _—2 (Di .

3. Threat Tally Sheet (Figure _— 36) .

b. Procedure.

( 1)  For each preprinted Threat Evaluation Form:

•A D in brackets, i.e., (Dli following a figure number indicates that the
figure is a duplicate of a figure found in its proper place in this document.

_

~

28 

-_ _ _ _ _

— ~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~ ~ ~‘‘P’l-W -,,~~~~- _ — _ - ‘ -..--..-~~,,



-9

• 

• 

- 

(a)  Use Table _—1 (D3 to estimate the frequency of attacks against
I 

- the ADP syt em or facility based upon the threat.

Th (b) Use Table _—2 1D3 to give a rating of the precision of the

-1 frequency estimate.

(c) Justify the frequency and precision ratings in the section

provided . Reference any materials used to develop the ratings.

Each preprinted threat evaluation form identifies a generic threat and
• provides rating guidance.

(2 )  Identify, describe , and rate any threat that is not described on a

preprinted Threat Evaluation Form. Blank threat evaluation forms are
• used for this purpose. The rating is made by the procedures in Step 1,
- above.

I
(3) Transfer the fr equency and precision ratings for each threat to the

Threat Tally Sheet, Figure _—36.

‘:
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Threat Evaluation Form
ThREAT NAME THREAT FREQUENCY

• ( RATING PRECISION
Post—~~~ployasnt Access

(TABLE _•1I ~ (TABLE ....4)
• DESCRIPTION

Former employees or contractor personnel may have access to the ADP system
after termination of employment or a local transfsr.

EXAMPLES b EVALUATION GUIDANCE

o Former employees and contractor personnel may not be purged from access
list s

o Access may be granted solely based on personal recognition

o Former employees and contractor personnel may retain possession of
cypher lock combinations , keys, magnetic cards, passwords , or other
similar means of access

EVALUATION GUIDA7ICE
• Estimate the probable annual number of attempts to gain access to the ADP

system or facility by former employees and contractor personnel after
termination of employment or a local transfer • The personnel departments of
the host agency and contractors can provide the yearly turnover rate of
employees. Estimate how many of those fo rmer employees will attempt to gain

• access to the system and how often they are likely to try. The product of
these will yield the probable number of attempts at access.

IMPACT
DESTRUCTION ~~ DISCLOSURE E MODIFICATION ~~ DENIAL OF SERVICE ~~

JUSTIFICATION

Figure _—7

—30
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Threat Evaluation Form
-
. 

- THREAT NAME THREAT FREQUENCY
RATING PRECISION

I I - - —- Disgr untled ~~ployee or Contractor Access
(TAILS _.1) (TABLE ....-2~

DESCRIPTION
Disgruntled employees and contractor personnel may gain access to the ADP
system or facility for malicious mischief.

EXAMPLES b EVALUATION GUIDANCE

o Browsing

o Causing an intentional denial of service

o Deleting or modifying needed files

o Sending spurious messages

- 

: o Altering input or output data

o vandalizing the system

EVALUATION GUIDANCE
Estimate the number of incidents each year involving disgruntled ployees
gaining access to the ~DP system for the purpose of malicious mischief.
Experience from other ADP systems within the same facility could be used.
This estimate should be modified to reflect changes in employee morale.
R€cent suspensions, fi rings, and forced transfers may affe ct this estimate .

IMPACT
• DESTRUCTION ~~ DISCLOSURE ~~ MODIFICATION ~~ DENIAL OF SERVICE 

~~JUSTIFICATION

Figur e _—S
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Threat Evaluation Form
H THREAT NAME THREAT FREQUENCY

RATING PRECISION
• ‘

- Agent Access S H
TABLE _4) ITA*LE ..~-2)

DESCRIPTION

Access to the ADP system may be gained by enemy agents.

EXAMPLES & EVALUATION GUIDANCE

An agent may:

o Assume the identity of an individual with authorized access to the AD?
system or facility

o Steal or otherwise reproduce a key , magnetic card , or other physical
identifier which in turn provides access to the AD? facility

o Gain entrance to the AD? facility by penetrating the access control
measures, such as gaining entrance during a shift change when a large
number of people are entering and exiting the computer facility

o Gain entrance through bribery of guard personnel or others who control
access to the ADP facility

o Gain entrance through a service entrance , e.g., a load~Lng dock

o Commit acts of sabotage by gaining access to the AD? facility or
adjacent areas

EVALUATION GUIDANCE
Estimate the probable frequency of attacks by enemy agents. The
frequency of attacks is related to the sensitivity of the information being
processed and stored at the ADP facility. For example, a facility that
processes Top Secret data can expect to have a higher frequency than a
facility that processes only conf idential data . The installation Security
Officer should be consulted for input to this estimate. The risk assessor
is caut ioned that this data may itself be sensitive information.

IMPACT
DESTRUCTION Z DISCLOSURE ~~ MODIFICATION ~~ DENIAL OF SERVICE ~~

JUSTIFICATION

Figur e _—9
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Threat Evaluation Form
THREAT NAME [ THREAT FREQUENCY

• RATING PRECISION
\~~~~.— Uncleared Personnel Access

(TAILS _-1) (TAILS -Z

DESCRIPTION
• - 

- 
Uncleared personnel , e.g.,  visitors , maintenance staff , or customer
engineers, may be allowed imescort ed access or greater access than warranted.

EXAMPLES & EVALUATION GUIDAN CE
o Visitors who are part of an escorted tour may become separated frost

the group and enjoy unescorted access to vital elements of the AD?
facility such as the tape library -

o Frequent visitors to the AD? facility may be allowed to escort them-
selves to their destinations, thus bypassing the access control and
escort procedures for visitors

o Visitors may observe classified information being processed

o Visitors may observe vulnerabilities in the AD? countermeasures for the
purpose of exploiting these vulnerabilities; for example , they may
observe staffing of guard stations at shift change

- o Visitors may plant passive devices such as hidden microphones or active
devices such as bombs

o Maintenance staff and customer engineers may not be properly escorted
- and supervised

o Unescorted persons may commit acts of vandalism

EVALUATION GUIDANCE
Estimate the probable frequency of attacks by uncleared personnel with
legitimate access to the AD? facility. Sign—in logs can provide the number
of persons admitted to the facility per year . The number of uncleared

- 
personnel who have greater access than warranted should also be considered.

• Using the total number of uncleared people as an upper limit, the risk
assessor should estimate how many of these people may misuse their privileges
or attempt to gain wider privileges.

IMPACT
DESTRUCTION ~~ DISCLOSURE ~~ MODIFICATION ~~ DENIAL OF SERVICE

• JUSTIFICATION

Figure —1 0
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Threat Evaluation Form

-•

DESCRIPTION
The presence of electronic equipment in the ID? facility may cause electro-

• : magnetic emanations to be radiated great distances fr om the AD? facility.
These emanations may be decipherable into useful information.

EXAMPLES & EVALUATION GUIDANCE

o Personally-owned tape players, radios , or television sets located at the
computer console may be a source of emanations

o Telephones may allow conversations within the computer room to be
overheard remotely

o Facility equipment may violate TflIPEST standards

EVALUATION GUIDANCE
Estimate the probable fr equency of attempts to obtain information by using
emanations frost electronic equipment within the AD? facility. The facility
Security Office should be contacted for information .

IMPACT
-

• 
DESTRUCTION 0 DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE 0

JUSTIFICATION
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Threa t Evalua t ion For m
THREAT NAME THREAT FREQUENCY

(. RATING PRECISION
- ~ nanations (Covert )

(TABLE _-Il (TAILE _-2)

DESCRIPTIO N
An agent may place or cause electronic equipment to be placed within or
adjacent to the AD? facility to transmit electromagnetic signals. These
signals may be intelligible , thus compromising the information being
processed .

EXAMPLES & EVALUATION GUIDAN CE

o Listening devices may be planted in the ADP equipment by customer
engineers who maintain the equipment

o Listening devices may be planted in the computer room by unsupervised
maintenance personnel or by unescorted visitors

EVALUATION GUIDANCE
Estimate the probable frequency of attempts to place electronic equipment

- 
I within the AD? facility to obtain information . The frequency of attack is

related to the sensitivity of the information being processed and stored
at the AD? facility. For example , a facility that processes Top Secret
data can expect a higher fr equency than a facility that processes only
confidential data . The facility Security Officer should be consulted.
Known or suspected attempt s at similar installations processing similar
data can be a guide. The risk assessor is cautioned that this information
may ftself be sensitive information.

IMPACT
DESTRUCTION 0 DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE 0

JUSTIFICATION
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Threat Evaluation For m
THREAT NAME • THREAT FREQUENCY

• - RATING PRECISION
— ~ nanations (Interference)

(TABLE _ .II ! (TABLE _-2)

DESCRI PTION

Emanations from outside sources may interface with transmission, reception,
or processing of data.

EXAMPLES b EVALUATION GUIDANCE

o Radio transmitters or radar in the vicinity of the AD? facility may
• interfere with computer operation

o Electronic laboratories in the vicinity of the AD? facility may
unintentionally produce electromagnetic emanations that may disrupt
computer functions - •

EVALUATION GUIDANCE
Using past experience, estimate the fr equency of occurrences of disruptive
emanations from outside sources. A survey of possible sources of electro—
magnetic emanations in the area is suggested.

• I

IMPACT
DESTRUCTION ~~ DISCLOSURE 0 MODIFICATION ~~ DENIAL OF SERVICE ~~

• JUSTIFICATION
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- Threat Evaluation Form
- - THREAT NAME [ THREAT FREQUENCY

Improper Marking of Classified or Sensitive RATING PRECISION
\• . - Output I

-• (TAILS _-Il I (TABLE _-2)

DESCRIPTION
Information produced by the AD? system, e.g., computer pr intouts, tapes,
and disks, may not be properly marked to indicate sensitivity or classification

• EXAMPLES & EVALUATION GUIDANCE

o Personnel may fail to mark properly computer-produced information
• 

‘ or to determine its correct sensitivity or classification. For example,
computer dumps containing classified or sensitive information may be

• : •• downgraded without adequate review, or tapes containing classified or
sensitive information may be labeled incorrectly

o Personnel may accept computer—produced labels on - computer printouts
without manually reviewing the information to determine the accuracy of
the markings

o Improperly marked messages may be incorrectly distributed

o Diagnostic computer printouts, e.g. , operating system dumps , may
contain classified sensitive information but be marked inappropriately

EVALUATION GUIDANCE
Estimate the probable frequency of disclosures of data as a result of
improper marking. Estimate the number of printouts , tapes, and disks .
Estimate the proportion of these that is likely to be marked improperly and
di sclosed . The unauthorized disclosure may be to an un friendly agent or to a
co-worker.

IMPACT
DESTRUCTION 0 DISCLOSURE ~ MODIFICATION 0 DENIAL OF SERVICE 0

JUSTIFICATION

Figur e —14

-j 
4 

—37

I •
—-  - -- • --— -

~~~
• - - - -

_ _ _ _  ______________ -• ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



- • • . • • • • • • • • • •
~~~~~~ 

_~~~~~~~~~~
-
~~

- -
~~~~

Threat Evaluation Form
THREAT NAME THREAT FREQUENCY
Improper Handling of Classified or Sensitive RATING PRECISION
Information

(TABLE _-I) ~ (TAILE _.2)

Pn~~~i~t~~A0 1lven though it ii marked appropriately) may be handled
improperly.

EXAMPLES b EVALUATION GUIDANCE
o Classified or sensitive computer—produced information may be

• improperly protected and accounted for. For example , classified
or sensitive working papers may not be destroyed or entered into
the document control system within the required time period

o Passwords and other identifiers ~èt ich can be used to log—on or otherwise
gain access to the AD? system may not be properly protected; for example ,
they may be written on desk calendars

o Messages may receive wider distribution than authorized or intended

o Wrong tapes and disks may be mounted . Classified disks might remain
mounted during unclassified processing activity. Classified tapes
might be mounted upon request, though not authorized

EVALUATION GUIDANCE
Estimate the probable frequency of disclosures of data as a result of
improper handling. Estimate the number of printouts, tapes, and disks.
Use these data to estimate the number of items that may possibly be
mishandled.

• IMPACT
DESTRUCTION 0 DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE 0

JUSTIFICATION

Figur e _—15
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Threat Evaluation Form
- 

- THREAT NAME THREAT FREQUENCY
• Haployse or Contractor Fraud RATING PRECISION

(TABLE _-I) I (TAILE _ 2)

QJ II!~
T
~~
Ncontractor personnel having access to the AD? system may attempt

to manipulate the ADP system to commit fraud . In doing so, personal data
or other sensitive information may be compromised or modified .

EXAMPLES & EVALUATION GUIDANCE
- • o Input dat a may be falsified

o Unauthorized software may be used

o Output report s may be falsified

o Control and audit procedures may be subverted

EVALUATION GUIDANCE
Using your judgment and past experience, estimate the frequency of attempted 0:
successful fraud . The type of data processed should be considered. A facilit:

- that prepares a payroll or dispenses funds is a likely candidate for fr aud.
Consult the facility Security Officer for information on past frauds.

IMPACT
DESTRUCTION 0 DISCLOSURE ~~ MODIFICATION ~~ DENIAL OF SERVICE 0

JUSTIFICATION

- Figur e _— 16
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Threat Evaluation Form
THREAT NAME THREAT FREQUENCY

RATING ~ PRECISION
-. Alteration of ADP System Software

(TAILS _-I) ~ tTAILE _-~
DESCRIPTION
Employee or contractor personnel may alter the AD? system software in
an unauthorized manner.

EXAMPLES & EVALUATION GUIDANCE

o A computer program may be inserted into the AD? system to:

—— Masquerade as the log—on program and illicitly obtain user pass-
words

—— Illicitly gain access to information stored within the AD? system

—- Record statistics such as the number , frequency , and distribution
of file accesses or resource usage for traffic analysis

o A computer program may be execut ed in the AD? system that penetrates the
• operating system (in effect taking control from the operating system) and

thereby gains access to all of the information accessible to and protected
by the operating system

o A computer program may gain access to the wrong data or source file and
alter its contents

o An existing program may be modified to accomplish the above ends

EVALUATION GUIDANCE
- • • Estimate how frequently software and data are altered accidently or

intentionally. Programming errors , incorrect job streams , and overwrites
that would alter the AD? software should be considered • The frequency
of intentional modification to software by personnel to obtain unauthorized
information is part of the frequency estimate • Consult system programers
responsible for correcting these problems.

H IMPACT
DESTRUCTION ~~ DISCLOSURE ~~ MODIFICATION DENIAL OF SERVICE ~~
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Threat Evaluation Form
THREAT NAME THREAT FREQUENCY

RATING ~ PRECISION
/ 

Alterat ion of AD? System Hardware I
(TAILS _ I) I TAILS _.~~~

DESCRIPTION
• - Employee or contractor personnel may alter the AD? hardware conf iguration in

t an unauthorized manner.

EXAMPLES & EVALUATION GUIDANCE

o Maintenance personnel may disable security—relevant subsystems

• o A malfunctioning terminal may be replaced by a different type or model
terminal by a user

o Listening devices can be inserted during replacement of components

o Altering hardware may cause secondary damage to equipmsnt

EVALUATION GUIDANCE
Estimate how frequently unauthorized modifications of AD? system hardware are
made • Using past experience , estimate how often an additional terminal or
other piece of hardware has been connected to the system without approval

• Also consider switching of physical devices. The customar engineer may be
able to provide information, about hardware modifications and changes made to
the authorized configuration. -

IMPACT
DESTRUCTION ~~ DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE ~~

JUSTIFICATION

Figur e _— 18
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Threat Evaluation Form
THREAT NAME THREAT FREQUENCY

RATING ~ PRECISION
Unauthorized Disclosure of Information

(TAILS _-II I (TAIU- _.3$

DESCRIPTION
Employees or contractor personnel having access to classified, personal ,
or other sensitive information may disclose this information to other

* personnel. Info rmation may also be disclosed throu gh a malfunction of the
• AD? system.

EXAMPLES & EVALUATION GUIDAN CE

o Cleared personnel may assume that possession of a clearance is tanta-
mount to a need to 1~ ow

o Cleared personnel may accept the explanation of fered by a person
requesting information without verifying the explanation

o Personnel may disclose information due to personal loyalties or a
desire to share interesting information

o Uncleared personnel may overhear discussions of classified information

• o In fo rmation may be disclosed through a malfunction of the ADP system.
• For example , an operating system error may cause classified information

to be included in unclassified output

EVALUATION GUIDANCE
Estimate the frequency of unauthorized disclosure of information. The
facility Securit y Officer may be able to provide data on security violat ions
involving possible compromise of information. Computer room personnel
may be also able to provide data concerning disclosure of data as a result of
computer error. Ask facility personnel the question: 9Iow often have you
had the opportunity to see classified information that you did not have a
need to know?~ Personal and other sensitive information should be included
in determining the rating.

IMPACT
DESTRUCTION 0 DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE 0

JUSTIFICATION

Figur e _—19
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Threat Evaluation Form
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

DESCRIPTION
E n y  agents , employees, contractor personnel , or outsiders may steal
hardware , supplies , or information, such as printouts, magnetic media ,
or proprietary software from the AD? facility.

EXAMPLES & EVALUATION GUIDANCE

o Terminals , supplies, or other physical assets may be stolen for prof
by employees, contractor personnel , or persons not associated with t
AD? installation

o Agents may steal directly, or through bribery, coercion , or subterfu

o Employee or contractor personnel may steal magnetic media by conceal
them among their personal effects

o Employees or contractor personnel may act in concert to steal inform
tion. For example, computer printouts containing sensitive informat
may be placed in trash receptacles for later retrieval by a confeder

EVALUATION GUIDANCE
Estimate the freque ncy of theft of physical assets or data on any storage
medium. Inventory records are a source of determining theft of tapes and
disks • The installation Security Office and local police may ha~ e records
showing reported thefts or items that have been reported missing. Persona

• knowledge of the theft of items, especially physical assets and propr ietar
software, is useful. Incidence of theft may be related to employee
morale.

IMPACT
DESTRUCTION ~~ DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE ~~
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Threat Evaluation Form
THREAT NAME I THREAT FREQUENCY

RATING PRECISION
• 

- • Eavesdropping
(TAILS _ I) 1 ~~~~~—~~‘

DESCRIPTION
In agent, employee, or contractor person may eavesdrop upon a telecommuni—
cations link to obtain the information being transmitted or to try to
overhear classified or sensitive information being discussed.

EXAMPLES & EVALUATION GUIDANCE

o A wiretap may be placed upon a telecommunications line

o Information transmitted via radio, satel lite, or microwave may be
intercepted and analyzed

EVALUATION GUIDANCE
Estimate the frequency of attempts at eavesdropping at the facility. The
facility Security Officer may be able to provide data • Incidents of eaves-
dropping are related to the sensitivity and classification of data being
processed.

IMPACT
DESTRUCTION 0 DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE 0

JUSTIFICATION
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. Threat Evaluation Form
THREAT NAME 

~ 
THREAT FAEQUENCY

I RATING PRECISION
Misuse of Computer Resources I -

• (TAILS ._.-I) I (TAILS _Z

• DESCRIPTION
Individuals may employ the resources of the AD? system for unauthorized
purposes and deny the use of the AD? system for authorized purposes.

EXAMPLES & EVALUATION GUIDANCE

- o Individuals may employ the resources of the computer system to:

- —- Test various features or to execute unusual programs to see how
the computer system responds

—- Develop and play computer—based games

- —- Carry out unauthorized software development related to cour s~
assignments for school

—— Examine the various files on the system or browse for residue in
main memory or on mass—storage devices

o Individuals may sell the computer resources for personal gain

o Contractor personnel in particular may use the computer resources for
conducting benchmark tests or for software development unrelated to
their contractual use of , the AD? system

• EVALUATION GUIDANCE
Estimate the frequency of unauthorized use of the AD? system by authorized

• users. System accounting tapes or audit trails may be useful • The avail-
ability of interesting games will affect the frequency. The inquisitiveness
and creativity of personnel will also affect the frequency.

IMPACT
DESTRUCTION 0 DISCLOSURE ~ MODIFICATION 0 DENIAL OF SERVICE ~~
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Threat Evaluation Form

‘ 1  THREAT NAME 
- 

THREAT FREQUENCY
- RATING PRECISION

Intentional Denial of Service (Software )
• (TAILS _-I) 

~ 
(TAILS _a

• DESCRIPTION
An individual may intentionally deny the use of the computer resources to
aut horized users by excessive use of system resour ces .

EXAMPLES & EVALUATION GUIDANCE

An individual may:

o Cause multiple programs to be executed , thus saturating the AD? system

o Cause a program to request excessive amounts of mass storage , thus
denying the use of this resource to other users

• o Cause a program to use excessive central processor t ine , thus denying
the use of the processor to other users

o Cause a program to request excessive operating system services to deny
• the use of this service to other users. For example, a program that

makes repeated requests for the time of day may impair the synchron-
ization of certain t ime—dependent programs that must also request the
time of day

EVALUATION GUIDANCE
Estimate the frequency of attempts at intentional denial of service of users .

- • How often was the system saturated during the pest year due to the excessive
CPU time or storage requirements of a single program? How often were s~x~h
saturations avoided by operator action? The computer operator , shift

- . 
• supervisors, experienced personnel , and system logs may be able to provide

• 

data.

IMPACT
DESTRUCTION 0 DISCLOSURE 0 MODIFICATION 0 DENIAL OF SERVICE
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Threat Evaluation Form
THREAT NAME I THREAT FREQUENCY

RATING PRECISION
Intentional Denial of Service (Hardware)

• (TAILS _-II (TAILS .....-2)

• DESCRIPTION
An individual may intentionally deny the use of the computer resources to
authorized users by interrupting the operation of system hardware.

EXAMPLES b EVALUATION GUIDANCE

4 o Pulling power cord

o Removing necessary hardware

o Vandalism

• o Altering switch settings to cause incompatibility of hardware

EVALUATION GUIDANCE
Estimate the frequency of attempts to cause intentional denial of service by
altering hardware • The computer operator , shift supervisor, guards, and other
personnel may be able to provide data . Suspicious or unusual incidents should
be considered.

IMPACT
DESTRUCTION 0 DISCLOSURE 0 MODIFICATION 0 DE NIAL OF SERV ICE

JUSTIFICATION
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Threat Evaluati on Form
THREAT NAME THREAT FREQUENCY

( RATING PRECISION
Power Instability

TAILS _-i) I (TAILE _.2)

DESCRIPTION
A power fl uctuation or interruption may occur , denying the use of the AD?
system to authorized users or altering information being processed.

EXAMPLES & EVALUATION GUIDANCE

o A power fluctuation or TM spik.” may cause the AD? system to become
inoperable , or to destroy or change data being stored or written

o A complete interruption of power ( power line outages, blackouts, etc.)
can cause a long—term denial of service unless alternative power sources

- 

- are available

o Power fluctuations can damage equipment

EVALUATION GUIDANCE
Estimate the frequency of outages and surges in primary power supply.

• Contact the facility or building manager and the local power company for
data. Consider all causes of power outages and surge .

IMPACT
DESTRUCTION 2 DISCLOSURE 0 - - 

MODIFICATION ~~ DENIAL OF SERVICE
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Threat Evaluation Form
- 

- THREAT NAME THREAT FREQUENCY
RATING PRECISION

- 
- -
. 

,-. Telecommunications Failure4 
- (TAILS _-i) (TASLE _-2~

-

‘ DESCRIPTION
The telecommunications links for the AD? system may fail and deny the
use of the AD? system to remote users who depend on the telecaemunication

- 
links . 

-

EXAMPLES & EVALUATION GUIDAN CE

o The telecommunications links may be deliberately destroyed

o Natural events such as storms may disrupt the telecommunications links

o Switching devices may fail

EVALUATION GUIDANCE
Estimate the frequency of telecommunications fa ilures . Ask for data from the
computer facility manager , telephone company , or other providers of canmuni—
cations links. Consider terrestrial, satellite, and microwave telecommuni—
cations. H

IMPACT
DESTRUCTION 0 DISCLOSURE 0 MODIFICATION 0 DENIAL OF SERVICE Z
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Threat Evaluation Form
- THREAT NAME THREAT FREQUENCY

RATING PRECISION
• Envirormtental Control Failure

(TABLE _-i) J (TABLE .-2)

DESCRIPTION
The air conditioning , heating , or humidity controls may malfunction and

4 deny the use of the AD? system to authorized users.

• 
- !- EXAMPLES & EVALUATION GUIDA NCE

a
o On very hot days , the air conditioning system may fail due to over—

t stress

o Humidity controls may malfunction, allowing the humidity to become
excessive

EVALUATION GUIDANCE
Estimate the frequency of envirorstental control system failures • Contact
the facility or building manager for data. The manufacturers of the envi-
rounental control systems can also supply data .

IL

IMPACT
DESTRUCTION 0 DISCLOSURE 0 MODIFICATION 0 DENIAL OF SERVICE
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Threat Evaluation Form 

-
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THREAT NAME I THREAT FREQUENCY
• ( RATING PRECISION
- - 

Sabotage I
~ 

(TAILS _-i) I ITABLE _-2)

DESCRIPTION
The AD? system or facility may be destroyed either in whole or in part
by acts of sabotage.

EXAMPLES b EVALUATION GUIDANCE

o An agent may physically damage the computer hardware or storage media
‘I

0 A bomb may destroy the AD? facility

o Political groups may take physical action against the AD? facility

o Local residents unhappy because of an installation activity may attent
to sabotage the AD? facility

• EVALUATION GUIDANCE
Estimate the frequency of destruction by sabotage. Prior incidents at the
computer facility or similar installations should be considered. The
installation Security Officer and police may be able to provide estimates.
Location and political climate are of great importance.

S. -
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Th ieai Evaluation Form
THREAT NAME THREAT FREQUEN’W

RATING PRECISION
Weather Damage

(TAILS _-II I (TABLE _.Z

DESCRIPTION
Ls

The ADP system or facility may be destroyed in whole or in part by severe
weather , e.g. , a hurricane, thunderstorm, tornado, windstorm, or hailstorm.
Severe weather may be common in some locations.

EXAMPLES b EVALUATION GUIDANCE

o The AD? facility may be damaged by leaking roofs , damaged windows, or
falling objects

o Damage to shipboard computers may be caused by object s not properly
secured

EVALUATION GUIDANCE
Estimate the fr equency of destruct ion or disruption caused by the weather .
The National Weather Service can provide information. Historical data should
be used. The National Bureau of Standards ’ PIPS Pub 31 discusses the threat of
weather. Ships’ logs may be useful for estimates of shipboard damage.

I
IMPACT
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Threat Evaluation Form
THREAT NAME THREAT FREQUENCY

RATING PRECISION
Natural Disaster

~~~~~~ ~~.1) I ~‘~~~‘ —-s’

DESCRIPTION
The AD? system or facility may be destroy ed in whole or in pert by a natural
disaster such as an earthquake , tidal wave, mud slide , or bursting dam.
Natural disasters are rar e but catastrophic events.

EXAMPLES & EVALUATION GUIDANCE

o AD? systems and facilities are subject to damage from natural disasters.
Damage resulting from these threats can be catastrophic

EVALUATION GUIDANCE
Estimate the frequency of destruction or disruption by earthquake, tidal wave ,
bursting dams , or other natural disasters. Contact the National Weather
Service and building manager for information. Use historical data .
Anticipating the fr equency and severity of these occurrences is difficult to
accomplish with accuracy. The potential for occurrence should be considered .
The National Bureau of Standards ’ PIPS Pub 31 provides informat ion on
evaluating the frequency of natural disasters.

IMPACT
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Threat Evaluat ion Form
THREAT NAME 1 THREAT FREQUENCY( RATING PRECISION

-. Wa t•r Damage (Internal ) IJ (TABLE _-i) I (TABLE _-2)

DESCRIPTION
Leakage from a supporting structure ’s water supply system may damage the
AD? facility.

EXAMPLES & EVALUATION GUIDANCE

o Water pipes above the computer roan may leak or burst causing damage
to the computer .quipment

o Sprinkler systems may be activated inadvertently

EVALUATION GUIDANCE
Estimate the frequency of burst pipes, accidental sprinkler activations, and
other events that could release water inside the building. Contact the
building manager or appropriate shipboard officers for information.

I ’
IMPACT

• -t DESTRUCTION ~ DISCLOSURE 0 MODIFICATION 0 DENIAL OF SERVICE

JUSTIFICATION -

-
~~

Figure _—31
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Threat Evaluation Form
THREAT NAME THREAT FREQUENCY

RATING PRECISION
Water Damage (External )

(TAILS _-i) 
~ 

TABLE _.2)

DESCRIPTION
Flooding from surface runoff , rivers , tides, or other external sources may
damage the AD? facility.

EXAMPLES & EVALUATION GUI DANCE

o A flood or high tide may destroy or damage the ADP installation

o Flooding of a shipboard facility may be caused by rough seas

EVALUATION GUIDANCE
Estimate the frequency of occurrence of external conditions that could cause
water damage. The building manager , ship’s engineer , and National Weather
Service should be contacted for information.

IMPACT
DESTRUCTION ~ DISCLOSURE 0 MODIFICAT ION 0 DENIAL OF SERVICE ~~

JUSTIFICATION

Figur e _—32
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Threat Evaluation Form
* - 

- THREAT NAME THREAT FREQUENCY
I ( RATING PRECISION

Fire (Internal)
(TAILS _-I) I (TABLE _-2)

DESCRIPTION
A fire may develop within the AD? facility and destroy the facility
in whole or in pert.

• 
- 

EXAMPLES & EVALUATION GUIDANCE

I

o A fire may destroy the AD? facility and/or supp orting facilities ,
e.g. , taps storage

o Electrical fires may occur inside the computer room

o Paper supplies inside the AD? facility may catch fire

EVALUATION GUIDANCE
Estimate the fr equency of fires inside the facility. Contact the AD? faci

- 
- I manager , building manager , ship’s engineer , and fire marshal for informati

Examine histories of similar facilities.

4 IMPACT
DESTRUCTION g DISCLOSURE 0 MODIFICATION 0 DENIAL OF SERViCE

JUSTIFICATION

Fiq~~e _—33
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Threat Evaluation Form
THREAT NAME THREAT FREQUENCY

RATING PRECISION
‘ Fire (External )

(TAILS _-I) I (TAILS _-2)

DESCRIPTION
A fire in a neighboring area may spread and destroy the AD? facility and/or
supp orting facilities. Adjacent areas may present significant fire hazards,
different from those within the facility , to the AD? facility.

I EXAMPLES & EVALUATION GUIDANCE

o Neighboring buildings may contain highly flamaable materials

o Neighboring buildings may have hazardous work being performed in them
that is highly susceptible to fire

• 
- 

o Forest or brush fires may spread and destroy the AD? installation

0 A fire in another part of the building or vessel housing the ADP
I facility , e.g., a kitchen , may spread to the AD? facility

EVALUATION GUIDANCE
Estimate the frequency of fires outside the computer facility that are close

- • enough to affect the facility. Actual fires and probability of fire in
adjoining buildings , offices , or adjoi ning areas of a ship should be con-

- sidered. Contact the fire marshal , ship’s engineer , and neighboring building
• managers for information. -

IMPACT -

DESTRUCTION ~~ DISCLOSURE 0 MODIFICATION 0 DENIAL OF SERVICE ~~
JUSTIFICATION

H 

~~~~~~~~~

-

- Figur e _-34
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Threat Evaluation Form
THREAT NAME j THREAT FREQUENCY

• ( RATING PRECISION
~~~~~~ E n y  Overrun

~ 
(TABLE _-i) 

~ 
(TABLE _4)

DESCRIPTION
AD? facilities may be overrun by enemy forces.

EXAMPLES & EVALUATION GUIDANCE

o A fixed installation may be attacked and captured by enemy forces

o Shipboard AD? systems will be affected by the seizure of the ship they
are on

o Facilities and systems on U.S. Navy vessels may be damaged in a military
operation 

-

• o An attack that does not overrun the AD? facility may damage it or damage
its support facilities

EVALUATION GUIDANCE
Estimate how frequently the AD? system or facility is likely to be overrun
or seized by hostile forces. This will depend a great deal upon the mission

“— and location of the AD? system or facility. For mobile systems, the frequency
may vary with the location. This estimate may be sensitive information.
Consult the installation ’s Security Officer and Naval Intelligence for guidance

IMPACT
DESTRUCTION ~~ DISCLOSURE ~~ MODIFICATION 0 DENIAL OF SERVICE ~~

JUSTIFICATION

)

I
Figure _—35
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Threat Evaluation Form
-
. -~ 

/ 
THREAT NAME THREAT FREQUENCY

- 

- RATING PRECISION

(TAILS _.I) 
~ 

TABLE -2~
DESCRIPTION

- 

EXAMPLES & EVALUATION GUIDANCE

H

• IMPACT

j DESTRUCTION 0 DISCLOSURE 0 MODIFICATiON 0 DENIAL OF SERVICE 0
JUSTIFICATION -

0
Figure _-2 (DJ
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Table —I ID) • Frequency of Attacks

Frequency Rating

Never 0
- j Once in 300 years 1

Once in 30 years 2

Once i n 3  years 3

Once every 4 months or 3 t imesay ear  4

Once a week or 52 t imes a year 5
Once a day or 365 times a year 6

Once every 2 hours 7

Once every 15 minutes 8

Note: Ratings may be modified by + for “more
-• 

often than ” or — for “less often than”. For
example , 3i is more often than every 3 years
and 3 is less often than every 3 years.

Table _—2 (DJ . Precision of Estimate

Precision Rating

Very Precise V

Fairly Precise F
Rough R

—60
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THREAT TALLY SHEET

_
_

; (
~• - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _

THREAT FR1QUZ*~Y RATING PRECISION

Post-Employment Access - _______________________ _______________

Disgruntled Employee Access _______________________ _______________

Agent_Access _________________________ _________________

Uncleared Personnel Access

Emanations (Unintended) 
______________________  _______________

Emanations_ (Covert ) 
______________________  ______________

Emanations_ (Interference ) 
______________________  ______________

I proper_Marking 
________________________ ________________

Improper_Handling 
_______________________ _______________

Fraud 
________________________ ________________

• Alteration of Software 
________________________ ________________

Alteration_of_Hardware 
________________________ ________________

Disclosure_of_Information 
________________________ ________________

Physical Theft 
________________________ ________________

Eavesdropping 
_______________________ _______________

Misuse_of_Resources 
________________________ ________________

Intentional_Denial_(Software) 
______________________  _______________

Intentional_Denial_(Hardware ) 
______________________  _______________

• 
-
~ Power Instability 

_______________________ ________________

Telecoemunications_Failure 
_______________________ _______________

Environmental_Control_Failure 
________________________ ________________

Sabotage 
_______________________ _______________

• Weather Damage 
________________________ ________________

Figure —36 (Pa ge 1 of 2)
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THREAT TALLY SHEET ( Continued )

I THREAT FREQUE~CY RATING PRECISION

• Natural Disaste r 
________________________ ________________

• Water Damage (Interna l ) ___________________ _____________

Water_Damage_ (External) 
______________________  _______________

Fire (Internal) 
______________________  _______________

Fire_(External) 
_____________________  ______________

Enemy Overrun 
________________________ ________________

- 

Figure —36. (Page 2 of 2)
—62
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1.4.3 Vulnerability Evaluation Procedure. The vulnerabilities of the AD?

system or facility are identified and their severity estimated in this

step.

a. Forms and Tables Required.

1. Preprinted and blank vulnerability evaluation forms (Figures —37

through _—6 1 and Figure _—4 [D ]) .  •

2. Table _—3 [D) .

3. Vulnerability Tally Sheet (Figure _— 62 ) .

b. Procedure.

(1) For each preprinted Vulnerability Evaluation Form :

(a) Use Table _-3 1D3 to rate the level with which the ADP system
or facility possesses the particular vulnerability.

(b) Justify. the rating in the space provided. Each preprinted

Vulnerability Evaluation Form describes a generic vulner-

ability of AD? systems and facilities and provides guidance
for rating the vulnerability.

(2 )  Identify, descr ibe, and rate any system or facility vulnerability

which is not described on a preprinted Vulnerability Evaluation Form.

Blank vulnerability forms are used for this purpose. The

rati ng is made by the procedure described in Step 1, above.

(3) Transfer the level rating for each vulnerability to the Vulner-

ability Tally Sheet, Figure —62.

• _ —63
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Vulnerability Evaluation Form
VULNERABILITY NAME VULNERABILITY LEVEL
Covert Operating System Modifications

(TABLE _-3)
DESCRIPTION

The cemputer operating system may contain intentional modifications that
render the operating system vulnerable to attack.

EXAMPLES b EVALUATION GUIDA NCE

o Trap door. Operating systems may contain an intentionally placed
function called a “trap door.” The purpose of a trap—door function

• is to bypass the security of the operating system. Typically , a
trap-door fun ction is act ivated by a specific code or parameter
sequence .

o Trojan Horse. Operating systems may contain a function or subroutine
that performs some operation instead of , or in addition to , the service
it is supposed to provide, thus bypassing the security measures.

EVALUATION GUIDANCE
The rating should be based upon the origin of the system.

If a standard release of a general—purpose operating system is used , the
rating should be very low or low.

If a standard release has been modified or a special purpose operating
system is used , the vulnerability can be higher depending on the benefit
to be gained by the individuals with the ability to insert the flaws.
Good review procedures during the software development will reduce this
vulnerability. In these cases the vulnerability wilt range fr~~ very low
to medium, with low being the most likely.

Consult an operating system programer.

JUSTIFICATION

( -

H
Figure _—37
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Vulnerabilit y Evaluation Form
VULN ERABILITY NAME VULNERABILITY LEVEL

Operating System Flaws
(TABLE _-3)

DESCRIPTION
he cemputer operating system may contain accidental design or Implementation

flaws that make it susceptible to attack.

EXAMPL ES & EVALUATION GUIDAN CE

o Incomplete Parameter Checking. Most general-purpose operating systems
provide services based upon requests, e.g. , subroutine calls , superior
calls , master mode entries, by application programs . As part of the
request, parameters are often provided specifying the type of service,
location of work areas , and other information relevant to the request
being made. The operating system shoul d validate cempletely these
parameters before acting on the request for service. However,
many operating systems do not c~~pletely check these parameters, or they
make assumptions about the paremeters that may not be true . For example,
the operating system may assume that an address pointing to a return
buffe r is within the address space al located to the requesting program.
The return address might point to an area within the operating system
itself. Thus in carrying out such a request the operating system
would overwrite a portion of its own memory space.

o Asynchronous Attack. Sane general—purpose operating systems store
parameters submitted as part of a request for service in memory
space accessible to applications programs. One scenario based upon

• an asynchronous attack is the following: An application program
makes a request for service and submits a valid set of parameters.
The operating system edits and accepts these parameters. However , the
application program causes these parameters to be overwritten using
asynchronous input/output after they have been edited by the operating
system but before the request for service is carried out . When the
operating system actually executes the request for service , the
parameters have been altered. Various outcanes are possible, e.g.,
a penetration of the operating system or an intentional denial
of service.

JUSTIFICATI ON

Figur e _—38. (Page 1 of 3)
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Operating System Flaws (Continued)

o Browsing. Operating systems may have flaws that make information
(called “residue” in this context) available in various buffers,
temporary storage areas , or other places that may be accessible to
application programs. For example , a program may request a storage
buffer for the purpose of browsing for residue left there by other
programs.

o Misrouting. Operating systems may contain flaws that cause information
to be mi srouted ( for example , written to the wrong terminal). In some
cases the misrouting could be triggered intentionally by causing a
specific condition to occur that in turn causes a mi srouting. Seldom—

- 
- used operating system functions may contain such flaws • These flaws may

not be discovered due to their infrequency of use but may be intentionally
exploited to cause a misrouting.

o Deadlocks. Operating systems may contain flaws which can be exploited
by application programs to cause the operating system to enter a dead-
lock situation. This is an unplanned—for situation in which the operating
system cannot continue. Typically the operating system must be restarted
in order to resume processing. An example of deadlock is a case in
which two functions within the operating system are in a wait—state,
with each function waiting for the other to be completed .

o Masquerading. Operating systems may contain flaws that permit unautho-
rized programs to masquerade as part of the operating system. For example,
an applications program may be able to masquerade as the log—on routine
and obtain the user ’s log—on parameters. It may also be possible to
have user—selected routines substituted in place of operating system
routines. A user routine may be substituted for the file system routine
in order to bypass the normal protection mechanisms.

o Imbedded Passwords. The operating system may have imbedded and well—
known passwords as part of the standard operating system release . Unless
these passwords are changed, it may be relatively easy to invoke the
operating system functions protected by these passwords.

o Undocumented Functions. Operating systems may contain undocumented or
little—known functions. These are often intended for use in operating
system diagnosis, operating system maintenance, or debugging in special
instances. The use of these functions may provide a means to subvert
the security of the operating system. Since these functions are thought
to be little known , they may be poorly protected (not password protected
for example) and allowed special pr ivileges.

o Denial of Service. Operating system. may not be able to prevent an
unauthorized denial of service. A computer program may be able to use
excessive amounts of computer resources such as central processor time,
temporary peripheral storage, or operating system services so that other
computer programs are effect ively prevented from obtaining service .

Figur e _—38. (Pag e 2 of 3)

11 
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( Operating System Flaws ( Continued )

EVALUATION GUIDANCE
The rati ng should be made based upon a knowledge of the past performance of

- the operating system and its origin.

The number of flaw. known to exist will provide a starting point . Also
consider the number of flaws which have been found in the past and have

• been corrected, since they will give an indication of how many undiscovered
• 

- flaws may e3d st .

Standa rd releases of general—purpose operating systems will rate no lower
than medium. Specialized operating systems will rate no lower than medium
unless special securit y features are used , such as a security kernel or
extensive accr editation procedures.

Conault an operating system progr er •

(
‘ -I

Figure —38. (Page 3 of 3) 
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Vulnerability Evaluation Form
VULNERABILITY NAME VULNERABILITY LEVELApplication goftwar .

(TABLE _-3)

DESCRIPTION
The application software may contain design or Implementation flaws that
could lead to a compromise of security.

EXAMPLES & EVALUATION GUIDANCE
o Improper Marking. The application software may not properly mark

classified or sensitive computer—produced in formation.

o Imbedded Information. The application software may contain imbedded
passwords or other sensitive information. This information could
be disclosed inadvertently or perhaps not marked properly.

o Error Handling. Application software which is designed to handle
errors can often cause unwanted di sclosures and possible denials
of service.

EVALUATION GUIDANCE
The rating should consider the likelihood that application programs contain
faults that could either disclose or destroy information or cause denial
of service. Only programs that have legitimate access to classified data
need be evaluated for flaws that could lead to disclosure. Application
programs can cause denial of service in a number of ways; for example:

• o ~ ccessive service requests
o Failure to perform

• o Infinite looping
o Crashing the system

Vulnerability will be greater if persons in a position to benefit from flaws
have the opportunity to insert them. The rating should be based on how
common the flaws are likely to be and how damaging the consequences of these
flaws could be. Histor ical information can be used .

Unless certification of applications software has been done, the rating will
be no lower than medium. -

Consult the individual applications managers .

JUSTIFICATION

(~~
)

Figure _—39.
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Vulnerabilit y Evaluation Form
V U LNERABILITY NAME VULN ERABILICommun ication Software

(TABLE _•~3)

DESCRIPTION
The communication software may be vulnerable due to design or implementation
flaws. These flaws could lead to a denial of service or a di sclosure of
information.

EXAMPLE S & EVALUATION GUIDAN CE
o Lost Messages. Messages may become lost in a communications system .

Depending upon the particular system, these messages may be acknowledged
as delivered . Lost messages may occur at random intervals for unknown
reasons. It may be possible to cause the camnunications system to
lose messages by saturating the system with dusmy messages.

o Misrouting. Messages may be delivered to the wrong destination. As
with lost messages, this condition may occu~ at random or be caused by
exploiting a design or implementation flsw.

o Stragglers. Duplicates of messages may be created and ultimately
delivered. Messages may be long delayed and delivered. The recipient
may misinterpret these straggler messages.

o Interleaved Messages. A message originating at a host may be inter-
leaved with another message, or two messages may be appended. This could
result in a disclosure of information , especially if the interleaved
messages are of different sensitivity.

o Signaling. Information may be transmitted in the form of patterns.
Information may be placed within unused fields in a message header.
The timing and length of messages can also act as signaling patterns.

o Flow Control. Flow control information may be falsified to indicate
c~~~ unication system congestion . This can result in a denial of service.

JUSTIFICATION

Figur e -40. (Pag e [of 2)
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( )  Communication Software ( Continued )

EVALUATION GUIDANCE• The ratin g should be based on past performance of the software, origin of the
software , and certification procedures.

The communications software of standard military networks and network front
ends will rate very low or low.

Consult a communications software programer .

- 

Figure _-40. (Page 2 of 2)
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Vulnerability Evaluation Form
VULNERABILITY NAME VULN ERABILITY LEVEL( Inadequate Audit and Security Mechanisms

(TABLE _-3)
- 

- DESCRIPTION

• Software systems that lack adequate prevention and detection mechanisms
are more than normally susceptible to a disclosure of information.

EXA MPLES & EVALUATION GUIDA NCE
o Auditing. Auditing is a detection mechanism. Software may not have

adequate audit safeguards to prevent frau d or misuse • For example ,
an inventory control program may allow updates to be made to inventory
levels without editing the updates or generating a record of the
event .

o Threat Monitoring. Threat monitoring is a prevention mechanism that
attempts to detect any unusual activity and to respond immediately in
an appropriate manner, such as by terminating a job.

o Sensitive Residue. Clear meucry utility is a prevention mechanism that
clears a section of the core when sensitive information has previously
occupied that section.

o Handshaking. Handshaking is a prevention mechanism in which two users
or processes exchange identifiers to authenticate each other. These
can be passwords or a sequence of challenges and responses.

EVALUATION GUIDANCE
The rating should be based upon:

o The presence of the features listed above

o Known loopholes in the features. For example, if password lists can
be obtained by a per son already on the system, the log—in procedure
is of little value

o General effectiveness of the measures. For example, one—time passwords
are sore effective than passwords that are used repeatedly

JUSTIFICATION

• 

Figur e _—41 . (Page 1 of 2)
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( Inadequate Audit and Security Mechanisms
(Continued)

• The following are general guidelines s A system with no protection features
will rate very high. A system with only standard password protection will
rats high or medium. Any system not designed with security specifically

• in mind rate medium or higher.

Consult operating system programers.

/
\ )

Figure _-41. (Pegs 2 of 2)
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Vulnerability Evaluation Form
• VULNERABILITY NAME VULNERABILITY LEVEL

Inad equate Error Detection

(TABLE _-3)
DESCRIPT ION
The computer hardware may be vulnerable due to inadequate error detection,
prevention, and correction features.

EXAMPLES & EVALUATION GUIDAN CE
• - o Memory Errors • The computer hardware may be inadequate to detect

single bit errors in main memory. This could lead to an undetected
modification of the computer software.

o Peripheral Errors. The computer peripherals may have inadequate error

• detection and correction features. For example, the tape drives may
have limited ability to detect and correct single bit errors.

EVALUATION GUIDANCE
The rating should be based on the following guideline:

o No error checking should result in a vulnerability of very high

o Single—bit—error checking should reduce vulnerability to medium

o Multiple—bit—error checking should reduce vulnerability to low or
very low

Consult the customer engineer .

JUSTIFICATION

Figure _—42

_ _ _ _  
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Vulnerabilit y Evaluation Form
VULN ERA BILITY NAME VULNERABILITY LEVEL
Inadequate Pr otection Features

(TASLE _-3)

DESCRIPTION
The computer design may lack adequate features for restricting user program
privileges .

EXAMPLES & EVALUATION GUIDANCE

o Memory Access • The computer hardware may not have a means to restrict
programs fr an obtaining access to all of the memory. Programs with
unrestricted access may make improper modifications or disclosures.

o Instruction Set. The computer hardware may not have a means to
prevent programs fran executing all of the computer’s instruction
set. Programs may use unauthorized instructions to cause disclosures
or modifications .

EVALUATION GUIDANCE
The rating should be based on the following guideline:

• 
- 

o 
• 
If instruction set protection is not available, vulnerability

- : • should be very high

o If memory access contràls are not present, vulnerability should be
very high or high

o If memory access controls are enforced by bounds registers , the
vulnerability should be medium

- • o If memory access controls are implemented by separate memory
units or Read Only Memories, vulnerability can be low or very low

JUSTIFI CATION

( 1

• Figure -43.
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Vulnerabilit y Evaluation Form
VULNERA BILITY NAME VULNERABILITY LEVEL
Power Supply

(TABLE _-3)

• DESCRIPTION
• The power suppl y for the ADP facility may be inadequate to meet the f~cil~ty ’s

performance requirements.

EXAMPLES & EVALUATION GUIDANCE

• - o Natural Events • The power supply system may be vulnerable to inter-
ruption due to natural events, e.g. , lightning storms.

o Sabotage. The power supply may be vulnerable to sabotage; for example,
the power supply lines could be cut or the generator destroyed.

o Level of Service • The power supply system may be vulnerable because
of the level of service provided . For example , the ADP system may have
no secondary power supply and the commercial power supply may suffer from
frequent outages.

EVALUATION GUIDANCE
The rating should be made according to the following guideline:

• VERY LON — Reliable , multi—feeder primary power , or uninterrupt ible power
supply, or reliable power source within the facility with
backup power generator of sufficient capacity to continue
operations indefinitely 

-

LON — Reliable pr imary power with backup batteries capable of supporting
operations for up to two hours

M~~ IUM - Reliable pr imary power with battery backup power capable of
supporting operations for up to 45 minutes

HIGH — Generally reliable primary power; no backup power source; flywheel
to smooth out spikes and provide for 15 seconds of acceptable power

VERY HIGH - Unreliable pr imary power source; no backup power source

Consult the ‘ocal power company and the installation ’s Facility Engineer
for rating guidance.

11
JUSTIFICATION

P

Figure _—44.
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Vulnerabilit y Evaluation Form
VULNERABILITY NAME VULNERABILI
Enviroumental Support Systems TV LEVEL 

- 
-

(TABLE _-3)

DESCRIPTION
The enviro rin ental supp ort systems (air conditioning, heating , and humidity
controls) may be inadequate to meet the system’s performance requirements.

EXAMPLES & EVALUAT ION GUIDA NCE
o Natural Events. The envirorinental support systems may not survive

adverse natural events; for example , a storm may disable the air
conditioning system.

o Design. The enviroomenta]. support systems may contain basic
• design weaknesses or inad equacies; for ex ple , the air condit ioning

system may be of insufficient capacity to maintain the proper
temperature on very hot days.

o Level of Service • The enviroomental support systems may be vulnerable
because of the level of service provided; for example , maintenance
support for the heating system may not be available locally.

EVALUATION GUIDANCE
The rating should reflect the answers to these questions:

o If the environmental support system fails , how long can the system
function?

o Are repairs readily ava ilable? Does a failure automatically cause
a facility shutdown?

o If the environmental support system goes down because of failure or
power outage, can it be restarted quickly? (Some systems have a
start—up time.)

o How reliable is the environmental support system?

o Are backups available?

The rating should not be very low unless a backup system is available.

Const’lt the installation’s Facility Engineer .

• JUSTIFI CATION

(

Figure _—45

—76 
_____

• -- —— •—~~~~ -- .—. -~~ • •-• • • — --•-—- - •  —.--~~~
. —•-*•- •• • — ,.*• —



Vulnerability Evaluati on Form
V ULNERABILITY NAME VULNERABILITY LEVEL

• Huil ding Construction

(TABLE _-3)

DESCRIPTION
The construction of the building for the ADP system may be vulnerable.

EXAMPLES & EVALUATION GUIDANCE
The following are factors to consider:

o Construction materials

o Age of the building or other enclosure

o Purpose; that is, whether designed for use as an ADP facility

o Rnown inadequacies, such as electrical system design and capacity

o Overhanging exposed water pipes and electrical connections

o Location of ADP facility in relation to high—risk operations such as
chemical laboratory, building heating plant, or ki- •chen

EVALUATION GUIDANCE
The rating should reflect judicious answers to the following questions:

o How resistant is the enclosure to damage from weather , earthquake,
fire , sabotage , etc.?

o Is the enclosure made of combustible material that could provide
fuel for a fire?

o Is water damage due to floods, water pipes, drainpipes, or seepage
likely to be a problem, and can it be localized if it occurs?

o How easily do electromagnetic emanations penetrate the enclosure?

All of these questions are related to the ty~~ of materials used in the
enclosur e and the architecture of the building or other enclosure. Consult

• • the installation’ s Facility Engineer and Security Officer for rating
: 1 guidance.

JUSTIFICATION

Figur e —46
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Vulnerabilit y Evaluation Form
VULNERABILITY NAME VULN ERABILITY LEVEL
Internal Physical Access Control

(TABLE _.3)

DESCRIPTION
The internal design of the ADP facility may make it difficult to

• control the movement of persons within the ADP facility.

EXAMPLES & EVALUATION GUIDAN CE

o The physical floor plan of the ADP facility may reduce security; for
example, the job submission area may be in the computer room

o Internal doors may not be lockable

o There may be room dividers rather than walls

EVALUATION GUIDANCE

o If persons inside the facility have access to all facilities, the rating
should be very high

o Roan dividers can lower the vulnerability to high

o Solid walls and lockable doors with separation of fun ct ional areas can
reduce the vulnerability to medium

o Guards and closed—circuit monitors can reduce vulnerability to very low

JUSTIFICATION

Figur e _—47
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Vulnerabilit y Evaluation Form
Control VULNERABILITY LEVEL

(TABLE _-3)
DESCRIPTION
The location , construction , and protection of the ADP facility may make
it difficult to control outside access to the faciltiy.

• I EXAMPLES & EVALUATION GUIDANCE
The following are some factors to consider :

o Location within a secure instal lation

o Ability to control and monitor access

o Number and characteristics of all exits, entrances, windows, and venti-
lation ducts; for example , whether doors have hinge pins mounted on the
outside

o Surveillance devices such as closed—circuit television , alarm systems,
and exterior lighting

o Location and design of guard stations

EVALUATION GUIDANCE
All possible entrances to the ADP facility must be considered . These include
door , windows, loading docks , and accessible ventilator shafts.

- 
- A suggested method of rating this vulnerability is to answer the following

questions :

1. Are all of the entrances either locked , guarded , or at least
observable during all hours?

(If there are entrances which are observable but not locked and/or
guarded, stop here •)

2a • For entrances that rely on locks for protection, are the locks——
doors and windows——and hinge pins secure?

-

~ 2b. For entrances that rely on guards , does the guard have the
ability to screen all, persons entering?

JUSTIFICATION
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________________________________________________________________________ -

) External Physical Access Control ( Continued)

3a. For entrances that depend on locks for security, would the noise
made by forcing any of these be guaranteed to alert a guard? Are
there alarms on these entrances?

3b. For entrances that depend on guards for security, are the guards
• 

solely responsible for controlling access?

4. Are mantraps and remote monitoring devices used to augment the
guard force?

The ratings should not be very low unless all of the above questions are
answered affirmatively.

To determine the vulnerability rating , use the following rule .

Question 1
No

~~~ Should be very high
Yes

Questions 2 and 2a
1 N 0

mu- Can be no lower than high
Yes

Questions 3 and 3a -

1 N o  
_
~ Can be no lower than medium

- ;  Yes

Question 4
No

~ Can be no lower than low
Yes $

mu-~ Can be very low

Ratings may be higher than indicated if special weaknesses are noted.

Consult building diagrams and the installation’s Security Office for
- 

-
~ guidance in making ratings.

Figure _—48 (Page 2 of 2)
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Vulnerability Evaluation Form
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

DESCRIPTION
The fire protection measures may be ined.quate, making the ADP
facility vulnerable to fire .

-
• EXAMPLES & EVALUATION GUIDANCE

The following are factors to consider :

o Number , type • and location of fire extinguishers

o Number, type , and location of heat and smoke detectors

o Fire wall design and locations

o Sprinkler and other fire protection systems

o Number and location of fire exits

o Routing of electrical and power cables, e.g., near heating pipes

EVALUATION GUIDANCE
The rating should reflect answers to these questions :

o Are there conditions which could cause a fire?

o Are there areas where a fire would not be noticed until it became
large?

o How quickly can a fire be detected?

o How fast will a fire spread?

o How are combustible material s stored?

o Is adequate firefighting equipment available on site?

o Are personnel familiar with mnergeT’-y fire procedures?

o How long will it take firefighters to respond?

JUSTIFICATION

( /

Figur e _—49. (Page 1 of 2)
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Inadequate Fire Protection ( Continued )

o Can firefighters gem easy access to the ADP site?

o Are there adequate ergsncy exits?

These questions shoul d be answered about both operating and nonoperating
hours • Consult the installation’s Fire Marshal for rating guidance.

(

Figure —49. (Page 2 of 2)
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L Vulnerability Evaluati on Form
VULNERABILITY NAME VULNERABILITY LEVEL

L Operations Procedures

(TABLE _-3)

DESCRIPTION
The procedures for operations may not be clear or complete enough to
prevent errors and to provide adequate service.

-

• 
EXAMPLES & EVALUATION GUIDA NCE

o System Procedures • System start—up, shutdown, and crashes can
modify data if not handled properly.

o Production Procedures • If procedures for running programs are not
complete, inappropriate data bases could be present and might be
disclosed or modified.

• o User/Programer Interface. Inadequate user/progrmner interface
procedures might result in the provision of unauthorized access
or unsatisfactory service.

EVALUATION GUIDANCE
- The completeness of these procedures and how well they are followed is the

determining factor in these ratings. If any area is neglected, the rating
will not be better than medium.

JUSTIFICATION

~~

- C’ -

Figure —50
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Vulnerability Evaluation Form
t~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ocedure

fl

~~~~~~~~~~~~~~~~~~~~~~~~~~

DESCRIPTION
The software development procedures may not be adequate to insure that
computer software is developed and controlled according to standards .

EXAMPLES & EVALUATION GUIDA NCE

o Least Privi lege. The software development procedures may not insure
that software is developed to use the least privilege to accomplish
the intended mission. For .cample a payroll program should not have
access to all of the info rmation in the personnel file .

o Trojan Horse • The software development procedures may not prevent
unauthorized software from being inserted into the computer software
under development .

o Benign Environment. The software development procedures may not produce
robust and fault—tolerant software • The software environment may be
assumed to be benign , that is, users will  not make rare or illogical
errors and the software will not be manipulated to commit fraud or
to compromise security.

EVALUATION GUIDANCE

o Lack of software development procedures should result in a rating
of very high

o Procedures can reduce vulnerability to low, medium , or high depending
on their rigor

JUSTIFICATION •

(

Figure _—51
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Vulnerability Evaluation Form
r . e ~~~~~~~~~~~~~~~~~~~~~~~~

E
~~~~

L
~~~

LEV
~~~~~

DESCRIPTION
Procedures for the acceptance of new software may not be stringent enough
to detect features that could compromise security.

EXAMPLES & EVALUATION GUIDAN CE

o Quality Assurance. Quality assurance procedures for new software can
• prevent many problems fr om ever occurring, e.g. , excessive core requir e—

ments, Trojan Horses, or trap doors .

o Testing and Debugging. Procedures for testing and debugging can uncover
many errors in software that could be costly if the software was put
into production, such as infinite loops, unrecoverable errors , or data
base destruction.

EVALUATION GUIDANCE

o Lack of software acceptance procedures should result in a rating of
very high or high

o Var ious procedures can reduce the vulnerability to high , medium, or
low

JUSTIFICATION

Figur e —52 
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Vulnerabilit y Evaluation Form
Softwar. Majntenanc. Procedures VULNERA BILITY LEVEL

(TABLE _.3)
- - 

DESCRIPTION
The procedures governing the maintenance of production computer software
may have weaknesses that can lead to a compromise of security.

EXAMPLES & EVALUATION GUI DANCE
o Unauthorized Update. The software maintenance procedures may not be

adequate to detect and prevent unauthorized updates from being made.
Unauthorized updates could compromise the integrity of the computer
software; for example, untested update changes may be applied to a
check issuing program. Intentional unauthorized updates could be used
to conceal an ongoing fraud , e.g. , by preventing the payroll department
from learning of ghost employees receiving checks.

o Incorrect Software Version. The software maintenance procedures may
not be adequate to prevent incorrect or out—of—date software versions
from being used. An obsolete version of the operating system might
be mistakenly substituted for the current version , compromising the

-
• - integrity of the production files.

o Unauthorized Access to Software. The software maintenance procedures
may not be adequate to prevent unauthorized access (re—coding and
copying ) to the production software. Copying of the software could

• lead to a direct di sclosure of sensitive information contained
-• within the software. Unauthorized reading of the software might be

• attempted in order to detect additional vulnerabilities to exploit .
The operation of a financial program might be analysed to design a
fr aud .

EVALUATION GUIDANCE

o Lack of procedures should result in a rating of very high

o with procedures, the level can range from very low to high

JUSTIFICATION

Figure ~~53
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Vulnerability Evaluation Form

~ 

VULNERABILITY NAME 

J 

VULNERA BILITY LEVEL

(TABLE _-3)

• DESCRIPTION
An installation may have inadequate procedures for the acceptance and
release of information.

EXAMPLES & EVALUATI ON GUIDANCE

o Integrity Control. Without integrity procedures, information that
is inaccurate , unneeded, or false may be placed in the data base— —
possibly causing a denial of service or fr aud .

o Service Denials. Service requests from users may not be handled because
• of unclear or undefined procedures for incoming transactions.

0 Information Misrouting. Inadequate input/output procedures may allow
- ~- 

information to be delivered to an incorrect user or location.

EVALUATION GUIDANCE

o Lack of input/output procedures, i.e., those enabling persons able to run
their own jobs, should result in a rating of very high

c ~

-

- -• o Forcing submission of jobs t~~ough a clerk can reduce vulnerability to
• high or medium

o Extensive identification checks and output classification monitoring by
clerks can reduce the rating to low or very low

JUSTIFICATION

C
Figure _—54
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Vulnerability Evaluation Form
~~~.NE B 4 f  I VULNERABILITY LEVEL

(TABLE _.3)

DESCRIPTION
Inadequate procedures for accomplishing supply and service functions
can lead to unauthorized di sclosure , theft , fraud , etc .

EXAMPLES & EVALUATION GUIDANCE

o Fraud and theft may be difficult to detect if computer equipment
and supplies are not accounted for

o Stolen copies of special forms, e.g., checks, may be used to commit
fraud

o Equipment may be concealed with waste materials and recovered later

EVALUATION GUIDANCE

0 Lack of procedures controlling supply and service activities should
- result in a rating of very h igh

- • - o Informal supply and service can reduce the rating to high

o Formal procedures can reduce the rating to medium

• -

~ o Formal procedures that are carefully monitored can reduce vulnerability
to low or very low

JUSTIFICAT ION -
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Vulnerability Evaluati on Form
VULNE RABILITY NAME VULNERABILITY LEV EL

(TABLE _-3)
DESCRIPTION
Security procedures for emergency situations may be inadequate , absent , or
unenforceable.

EXAMPLES & EVALUATION GUIDANCE

o Emergency Procedures • There may be inadequate emergency procedures for
a fire , flood , power failure, bo~~ threat , etc .

• o Contingency Plans . Contingency plans may not exist to insure continuity
of service if a facility , or data base , or subsystem becomes unavailable .

- •~ o Backup and Recovery . The software maintenance procedures may not
provide for adequate backup and recovery. In the event that the
production computer software is lost , destroyed, or rendered unusable ,
adequate and current bankup may not be maintained. The recovery
procedures may not fac.1litate a return to normal operations without
undue risk and denial of service.

o Classified Documents ard Equipment. The procedures for destroying
classified material in the event of enemy overrun may be inadequate

• or not commonly kn own • These procedures are especially important
to systems and facilities outside the continental United States.

EVALUATION GUIDANCE

— 
• o Lack of procedures should result in a rating of very high

o With procedures , the rating may range from high to very low,
depending on how complete they are and how familiar the staff
is with them

- ‘I
JUSTIFICATION

Figur e _—5 6
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Vulnerabilit y Evaluation Form
Security Office VULN ERABILITY LEVEL

(TA BLE _-3)
DESCRIPTION
Security is a full—time j ob and each ADP system must have a System
Security Officer (SSO) . The SSO must have adequate authority to conduct

- 

• an appropriate security program.

EXAMPLES & EVALUATION GUIDANCE

o Program. The SSO is responsible for setting up a security program
to protect the ?*DP system and facility assets as required by security
policy.

o Training. The SSO is responsible for conducting security training
for all ADP facility personnel. The training should cover the broad
spectrum of security, including routine operations and emergency
procedures.

o Exercise. The SSO should conduct routine security exercises to test

• 
the ADP facility for vulnerabilities.

EVALUATION GUIDANCE .
The rating is made on the basis of the comprehensiveness of the security
training program and exerci ses. The ability of the SSO to identify
computer—related security violations and to take corrective action must
be considered. If the SSO does not have extensive experience in computer
security , the rating will not be very low or low.

JUSTIFICATION
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Vulnerability Evaluation Form
F VULNERABILITY NAM E VULNERABILITY LEVEL

Management

(TABLE _-3)
DESCRIPTION
Poor management attitude and policy can lead to lapses in security.

EXAMPLES & EVALUATION GUIDANCE

o Policy. Management’s policy must be well established and clear ly
understood . Accountability for all ADP activities should be obvious
at all levels.

o Attitude. Maragement’s attitude toward security should be actively
supportive . Personnel who see their management ignore security will
likely do the same.

EVALUATION GUIDANCE
Consider the following questions for this rating :

o Is management policy well established and clearly understood?

o Is management’s attitude toward security very supportive?

The vulnerability rating should be low or very low if both questions are
answered “yes. ” The vulnerability rating should be medium if one question
is answered “yes.” The vulnerability rating should be high or very high
if bot h questions are answered “no.”

JUSTIFICATION
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Vulnerability Evaluation Form
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

DESCRI PTION
The personnel of the ADP system or facility can represent a degree of
vulnerability which could be exploited to compeamise secwity.

EXAMPLES b EVALUATION GUI DAN CE

o The competency and general ability of the personnel

o The motivation of the per sonnel

o The personnel ’s satisfaction with the work envirormient and agreement
with management policy and p actices

~ a The trustworthiness of the pe nn , as evidenced by the thoroughness
and currentness of background investigations by the DISCO or some
other method

EVALUATION GUIDANCE
The rating should reflect answers to the ~~llowing questions :

o Are the personnel adequately trained?

o Are errors or omissions generally a iz~oblem?

• o Is morale good?

o Are background investigations current?

o Are security reocedures generally ignored as a matter of
convenience?

JUSTIFICATION

Figur e _ 59
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Vulnera bilit y Evaluation Form
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

DESCRIPTION
The c~~~ un icat iona system may have inadequately protected c~~~ mications
links .

EXAMPLES & EVALUATI ON GUIDAN CE
o Between—Lines Entry . Information may be introduced onto an otherwise

idle communications link. The recipient of the informat ion may be
unable to identify this spur ious information.

o Piggyback Entry. A computer may be interposed on a communications
link. The computer may then inspect , discard , or alter ( spoof ) all
information passing over the link.

o Playback. Information passing over a communications link may be
recorded for subsequent playback. This vulnerability can be present
on encrypted communications link s unless the units of information
are serialized.

o Traffic Analysis. Traffic patterns of either encrypted or unencrypted
communications links may be analyzed to infer the nature, sensitivity,
and content of the information being transmitted.

EVALUATION GUIDANCE
Communications lines can be wiretapped while encrypted or while unencrypted.

If several levels of vulnerability are present in the system, choose the
highest level as the overall rating.

For Encrypted Cosemunications Lines. The rating for encrypted data is
based upon the typ. of encryption used and how it is used .

Th following rules should be used:

o If DOD—approved encryption devices are used , the rating should
be lower

o If a non—DoD—approved encryption technique is used , the vulnerability wi.
be high or lower

JUSTIFICATION

Figure 40. (PegS ~ 0! 2)
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• (_) Inadequately Protected Communications Links (Continued )

For Unencrypt.d Coemunications Lines. The vulnerab ility level of unencrypted
data is dete rm ined by the sass with which the line may be tapped. The
physical location of lines carrying im.ncrypt.d data should be considered.
Bow sasily could one be tapped? .7unction boxes are the easiest places to
tap a line. How accessible are they?

Out side the ADP facility , the difficulty of tapping will depend on the
transmission medium used: with secure lines , very low, microwave , medium ;
and r.gular telephone line , high . Serial ization , message acknowledgment ,
and other technique s can reduce the vulnerabilit y somewhat .

I s

Figur e _—60. (Page 2 of 2)
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Vulnerability Evaluation Form

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

DESCRIPTIO N
There are many possible configurations for connecting commun ications
squipuent . Depending upon the type of service required , a badly designed

• architect ur al structure could lead to various security problems such as
denial of service .

EXAMPLES & EVALUATION GUI DAN CE

o Heav y Loads. Prop erly distributed communicat ions equipment can help
reduce resp onse time durin g heavy loads .

o Out-of—Service. Nodes in the commun ication architecture tha t go down ca:
result in a denial of service unless the architecture has been properly
designed to bypass the down nodes, e.g.,  backup facilities.

o inte r ru ptible Lines. C~~~ unicati ons line s may be removed fr om service
by eithe r natur al causes or sabot age , impairing system capacity .

EVALUATION GUIDANCE
Existing military networks are medium to very low depending on backup and

( security features and on the survivability of the design.

Internal networks must be judged individually.

Single connections should be rated upon how vulnerable the link is to
removal from service by sabotage or failur e.

o Secure lines should rate low

o Telephone Un.. should rate high in general

• JUSTIFICATION

(9

Figure _—61
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Vulnerabilit y Evaluation Form
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

DESCRIPTION

EXAMPLES & EVALUATION GUIDANCE

• ~~ 

I

JUSTIFICATION
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Table —3 ( DJ  • Ratings for Vulnerabilities

Level of Vulnerability Rating

( Very High

High N

Medium M
T~w L

Very Low VL

(
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VULNERABILITY TALLY SHEET

VULNERABILITY VULNERABILITY LEVEL

Covert Operating System Modifications ______________________________

Operating System Flaws (Unintentional) ____________________________

Application Software
i i

Coismunication Software ______________________________

Inade quate Audit and Security Me chani sms ______________________________

Inadequate Error Detection ____________________________

Inadequate Protection Features _______________________________

Power Supply ____________________________

Environmental Support Systems ____________________________

Building Construction ______________________________

Internal Physical Access Control ______________________________

• External Physical Access Control ______________________________

Ina dequat e_Fire_Pr otection ______________________________

Operations Procedure s ______________________________

Software D.velopment Procedures ___________________________

Softwa re Acceptance Procedures ______________________________

Software Maintenance Procedure s ______________________________

Input/Output_Procedures ______________________________

Supp ly_and _Service _Procedures ______________________________

Emergency Procedures 
______________________________

Security Procedures and Securit y Office 
______________________________

Management 
______________________________

Personne l 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

Figur e _—62 (Page 1 of 2)
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• Vulnerability Tally Sheet (Continued)

• VULNE RABILITY VULNERABILITY LEVEL

Inadequately Protected Comzminication Links _____________________________

Comeunication Architecture _____________________________

L

• Fiqw . _—62 (Pag e 2 of 2)
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- — 1.4.4 Asset Evaluation Proce dure. Zn this step, the assets of the ADP system

or facility are identified and the impact of an unauthorized destruction, dis-
closure, sodification, or denial of service is rated.

H In any of these impact categories, an asset may be rated as dollar—valued or

non-dollar—valued. If the primary consequence of the damag. is either the
cost to correct the damage or a financially quantifiable consequence of the

damage , then the asset is dollar-valued for that particular impact area • If
the primary impact is not financial, then the asset ii non—dollar—valued for
that impact area. It is possible that an asset could be both dollar-valued
and non—dollar-valued in s~~ Impact ar•a, although this i. melikaly.

a. Forms and Tables Required.

1. Blank Asset Evaluation Form ( make emtra ccpi.a ) (7ique e —S (D 1) .

• I / 2. Examples of Asset s (Figure _—63).

3. Tables _—2 (D) , —4 (1)] , :5(D) .

b. Procedure. (Whenever Table —4 (D) is used , use Tabl. —2 (D) to estimate
the precision of the rating.)

• ( 1)  Identify each asset of the ADP system or facility and list it

• on the Asset Evaluation Form. An asset is any resource of the ADP
system or facility. Asee~ s may be facilities hardware , software ,
information , supplies, or personnel; financial assets are treated

differently. Use the list of ecamples of assets as an aid (Figure —63 ) .

There may be some question about how broadly or nar rowly to define
an asset. For each asset that you define, all components of the asset
should be in the same area , protected in the same manner , and subject

to damage by the same attacks • If one component of th. asset is damaged ,

either all other components should be highly likely to be damaged in

— 100
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ASSET EVALUATION FORM

ASSET NAME UNAUTHORIZED UNAUTHO RIZED UNAUTHORIZED UNAUTHORIZED
DESTRUCTiON DISCLOSURE MODIFICATION DENIAl. Of

SERVICE

DOLLAR VALUED? DOLLAR VALUED? DOUAR VALUED? DOLLAR VALUED?
• DYES DYES DYES D~’ES

0 NO 
VALUE 0 .10 

~~~ 
0 N~ 

~ ui~ 
Q NO 

VAUm

DOLLAR VALUED? DOUAR VALUED? DOLLAR VALUED? DOlLAR VALUED?

• D Yes 0 ~ 0 ~ 0 vu
0 NO 

VALUE 0 NO 
VALUE 0 NO 

VAUJE 0 ~ VALUE
DOUAR VALUED? DOU.AR VALUED? DOLLAR VALUED? DOLLAR VALUED?
DYES DYES YES

DM 0 0.40 ON O  0.10 —--
VALUE VALUE VALUE VALUE

• DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

• DYES DYES DYES DYES
0 NO 0 NO 0 NO 0 NOVALUE VALUE VALUE VALUE

• DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOUAR VALUED’
DYES DYES 

~~~ QYES

0 NO 
VALUE 0 NO VALUE ~~ 

NO VALUE 0 NO VALUE
DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

• 
DYES DYES DYES
0 NO 

VALUE 0 NO VALUE 0 NO VALUE Q NO VALUE

• DOLLAR VALUED? DOLlAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

DYES 0 YES DYES
0 NO VALUE 0 NO VALUE Q NO 

VALUE 0 NO VALUE

DOLLAR VALUED? OOUAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

DYES DYES DYES
NO v*we Q NO VALUE 0 NO 

VALUE 0 NO VALUE

DOLLAR VALUED? DOLL AR VALUED? DOUAR VALUED? DOLLAR VALUED?
Dy Qns DYES DYESo NO 

~~~~~~~~~~~~~ 0 NO 
VALUE ~~~ 

NO 
VAL UE 0 NO VALUE

DOlLAR VN.LJID? DOUAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

~~~0 so 
~~ ~~~ 

0 NO 
VALUE 0 NO 

VALUE

“ 1

,

~ ~
i (

Figure _— 5(D3

_—1 01

•-~~~~~~~~-~~-- - • - -~~~• • ~~~ - -- — • —---- •~~•



( (1) Software
— Operating System
- Programs

— Application
— Source
— Non— source

— Contract programs and packages
— system utilities
- Test prc.gr~ ms
— Communications

(2)  Informational
• — Operations

— Tactical
— Planning
— Defense
- Financial
— Statistical
- Payroll
— Personnel

L — Other

(3) Hardware
— Central Machine

- Cpu
- Main memory
— I/O channels

• 
— Operator ’s console

• — Storage Medium
— Magnetic media

I I
— Magnetic tape s
— Diskettes ( floppies)
— Cassettes
- Drums

• — Other
— Non—magnetic medi a

— Punched cards
- Paper tape
- Paper printout

• — Other
— Special Interface Equipment

— Network front ends
— Data base machin•s
— Intelligent controllers

— I/O Devices
- user directed I/O devices

t9 — Printer
• 

— Card reader

Figur e _—63. Examples of Assets (Page 1 of 3)
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- Card punch
• 

- Paper tape reader
— Terminals

— Local terminals
• • — Remote terminals

— Modems
• 

— Storage I/O device
• I — Disk drives

- Tape drives

• •~ I (4 )  Administrative
— Documentation

I 
— Software documentation

— File
- Program

: 1 -
~~~~~~~~~~

H — System
- Hardware documentation
— Operations

— Schedules
- Operations guidelines and manuals
- Audit documents

- Procedures (written documentation )
— Emergency plans
- Security procedures

‘ — I/O procedures
— Integrity controls

— Inventory Records
— Other Records

• 
— Operational Procedures

• — Vital records
- Priority—run schedule

• I - Production procedures

(5) Physical
- Resources Supply System

- Air conditioning
— Power
— Water
— Lighting

• 
- Building

• — Structure
- Computer operations

- Computer roan
— Deta reception
- Tape and disk library
— C E room
— I/O area

Figur e _—63. Examples of Assets (Page 2 of 3)
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— Data preparation area
- Physical plant roan

• — Stationery storage
— Backup Equipment

• - Auxiliary power
• 

— Auxiliary environmental controls
— Auxiliary supplies

- Waste Materials (to be considered for disclosure)
- Magnetic media

• . 
- Paper

H - Ribbon s
— Hardware

(6) C~~~ unications
— Commun ications Equipment

— Communications lines
— Communications processor
— Multiplexor
— Switching devices
— Telephone

(7) Personnel
- Computer Personnel

- Supervi sory personnel
— Systems analysts
- Programers

• 

•

• 
— Applications programers
- Systems prograiners

— Operators
• — Librarians

• — Security Officer
• — Maintenance personnel

• - Temporary employees and consultants
— System evaluators and auditors

• - Clerical personnel
— Building Personnel

— Janitors
- Guards
— Facil ity engineers

— Installation Management
— Other Personnel

Figure —63. Examples of Assets (Page 3 of 3)
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Table _—2 (DJ . Precision of Estimate

• Precision Rating

~ ! Very Precise V

Fairly Precise F

Rough R

(
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Table _—4 (D) • Dollar—Valued Assets

Dollar Value Rating

$10 1

$100 2
$1,000 3

• $10,000 4

$100 ,000 5

$1,000,000 6

$10 ,000 ,000 7

$100 ,000 ,000 8

Note: Ratings may be modified b y.  + or -.

Thr example, a 3+ is more than $1 ,000 and
a 4— is less than $10,000.

I
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• Table —5 (DI . Ratings for Non—Dollar—Value d Assets

I
Value Level Rating

Very High VH

High H

Medium N

Low L

Very Low VL

- Example:

Top Secret High (H) to Very High (VH )

Secret Medium (M) to High (H )
• I Confidential , Privacy Low CL) to Medium (N)

• All ~~her non—dollar—valued assets such as sensitive business information,
proprietary software , etc., can be rated subjectively by the risk assessor
at Medium (M), Low CL ) ,  or Very Low (VL ) as applicable.

(
—107
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a similar manner , or the entire asset should be rendered unusable ,

For example , consider six identical computers as six separ ate assets
• because damage to one of them would not imply damage to all of them.

~~ the ot1~er hand , do not treat a single computer as a collection
of smaller assets such as CPU, memory, etc., because if one of
these components were to fail , the entire computer would be damaged

• to a similar level .

List the different types of assets in the order in which they appear
• on the list of examples of assets.

(2 )  Evaluate the impact of unauthorized destruction, disclosure, nod-
• ificat ion , and denial of service on each software and informat ional

asset by the following rules:

(a)  Destruction. Each software or informational asset has a cost
associated with its unauthorized destruction . If the asset
can be repaired, replaced , or reconstructed , then the asse t
is dollar-valued in this area. Use Table —4 (D] to rate the
cost to repair , replace, or reconstruct. Consider costs to

• replace or reconstruct from documentation, management over-
head, machine time, and inflation (if using the original

• pr ices). For labor , use the rate of $60,000 per man—year .
• If the asset cannot reasonably be repaired , replaced, or

reconstructed , then the asset is non—dollar-valued in
• I this area . Use Table _—5 (DJ to rate the importance of a

destruction that cannot be repaired.

(b) Disclosure. Classified software and classified or sensitive
information is non—dollar-valued and should be rated accord-

• ing to Table —5 (0). Any software or informational assets
whose unauthorized di sclosure has quantifiable financial
consequences are dollar-valued and should be rated using
Table —4 (D) • Few software informat ional assets are dollar

- valued for unauthorized disclosure.

_—10S
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(c)  Modification. Any softwar . or informational asset for which

an undetected modification could hawe a financial impact is

dollar—valued • Use Table _—4 (DI to estimate the financial
cost of using the asset after it has been modified. This

could be the cost to correct the consequences of faulty

operations or a loss due to fraud . Consider cost to locate

a software error , cost to recover , and the loss that can

occur from fraudulent modification.

If a modification or use of the asset after it has been mod-

ified would have a serious impact that cannot be assigned

a dollar—value , the asset is non—dollar—valued . Use Table

_—5 (DI for the rating. An asset is only non—dollar-valued for

modi fication if the modification cannot reasonably be

detect ed , corrected, or the use of the modified

( asset has a result which cannot be correct and cannot be
assigned a dollar value .

C d )  Denial of Service. If the temporary loss of service of an

asset could lead to the destruction of non—dollar-valued

information or cause the ADP system or facility to fail to

fulf i l l  iti mission , then the asset is non—dollar-valued.

If a destruction of non-dollar—valued information could occur ,

the asset has the same rating as the information potentially

destroyed. If inability to perform the mission could result ,

use Tabla _—5 (D] and assign a rati ng based upon the importance

of the mission .

In all othe r cases, the asset is dollar—valued and a rating

based on the cost due to delayed processing should be assigned
using Table _—4 [D) .

Ct
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(
(3) Evaluate the impact of unauthorized destruct ion , disclosure , mod-

• ification , and denial of service of each hardware, adeinistrative,

• physical , and communications asset by the following rules;

(a) Destruction. These types of assets are non—dollar-valued

only If they cannot be replaced . If this is the case , their

worth should be rated using Table —5 (D) .  Any of these

assets which are replaceable are dollar-valued. Rate their

replacement , repair , or reconstruction cost using Table _—4 (D I .

Consult the purchasing department , GSA schedules, ONE direc-

tive A—71 , and vendors. The Field Engineering Center

• maintains facility information and can be consulted for

physical equipment and hardware costs.

For hardware, physical , and communications assets, consider
management overhead , maintenance personnel, engineer supp ort,
installation costs, costs of any special hardware used on a
temp orary basis , and inflation , as well as the actual cost of

the hardware.

For administrative assets, consider th. cast to redevelop or

replac. from copies, management overhead, s.cretarial support,

• and any pr inting costs.

(b) Disclosure. These assets are non-dollar—valued only if they

are classified or sensitive. Use Tabl• _—5(D] to rate these.

Generally, only some administrativ , and communications assets

will fall into this category. All other assets can be

considered dollar—valued and can be rated using Table _—4 (D).

(c) Modification. These assets are non—dollar-valued only if the

pr imary impact of a modification is incorrect operation or

• ( ) di sclosure of in formation as a result of modification rather

—110
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than the cost of corre cting the modi fication. Generally, only

hardware or cc nun ications assets can be non—dollar-valued.

• If the modification could cause a disclosur e of information ,

make the rating using Table _—5 (DJ based on the value of the

information disclosed. If the modification could cause a

critical operation to perform incorrectly, consider the

possibl. consequences and make the rati ng using Table —5 (D) .

All other assets will be dollar- valued . ~~te the impact using

Table _—4 (D] • Consider the cost to detect , b oats, and correct

the modification .

• C d )  Denial of Service. If the denial of service of an asset

causes some operations to be delayed , the asset has a value

for denial of service. If these delays cause a financial

penalty due to late completion or a loss of revenue due to

inability to accept jobs, the asset is dollar-valued and

the cast of a typical denial of service should be rated

using Table _—4 (D) .

If there are some operations where the delay could be more

than j ust financial, the asset is non—dollar-valued. In

• this case, the rati ng is made using Table _—5 (D3 based on

the operations delayed and how critical a delay is.

These assets may be both dollar—valued and non—dollar-valued

for denial of service if they could delay both types of

operations.

(4)  Evaluate the impact of denial of service of personnel • If there

are operations that would be delayed by the absenc. of certain

individuals (key personnel), rate those personnel as having a denial—

of-service value.

( )
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If the delays would cause a financial loss, the personnel are dollar-
valued. Rate the cost due to a typical delay using Table —4 (0] •

If the impact of the delay is destruction of information or failure

• to perform the mission of the ADP system or facility, the personnel

are non—dollar—valued. Rate them using Table _—4 (D] based on the
type of information lost , or Table _—5 (DI based on the importance

I of the failed mission.

1,4.5 Threat /Vulnerabilit y Merger Procedure. In this step, the threat and

vulnerability ratings are considered in pairs to estimate the frequency of
successful attacks against the ADP system or facility in each of the four
impact categories of t hreat ( unauthorized destruct ion , disclosure , modi f i-

cation , and denial of service).

a • Forms and Tables Required.

1 • Plank Threat/Vulnerability Merger Form——Destruction ( Figure _—64 ) .

2. Plank Tlweat/Vulnerability Merger Form-—Disclosure (Figure _—6 5) .

3. Plank Threat/Vulnerability Merger Form—-Modification ( Figure _—66 ) .

4. Plank Tbssat/Vulnerability Merger Form--Denial of Service

(Figur e _—67) .

5. Compl.t.d Threat Tally Sheet (Figur e _— 3 6) .

6. Completed Vulnerability Tally Sheet (Figur e —62 )~

7. Table _—6(D J .

b. Procedure . The following procedure is to be performed for each of the

( L four threat/vulnerability fo rms.
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- THREAT/VULNERABILITy MERGER FORM—
DESTRUCTION 

—

HI
‘4, -•~-

~~~~~~ ~~~~~ . ~~~~~~~~~~~~~~~~~ E
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~ 
3 3 3 3 — -

Covert Operating Systes Modifications
Operating Systen~ flaws — — —

• • App lication Software —

• Comun catio r Software — — —
Inadequate Audit and Security Mecnanisms — —Inadequate Error ~etection — —

• Inadequate Protection Features

Power Suppl y

Environmental Support Systee s — —
• Buil ding Construct ion

Internal Physical Access Control 
—

- • External Physical Access Control 
— — — —

fire Protection 
— — —- Operations ProceduresI 

SOftware Development Procedures 
— — —Software Acceptance Procedures — —

Software Maintena nce Procedure s 
— —

Input/Output Procedures
Supply and Service Procedures — —
£mergency Procedures 

—
Security Procedures and Security Officer —

H Management 
- - —

Personnel 
- 

— — —
Inadequately Protected Co~~ nications Links 

— — —
C~~ unication Architecture

C

Figure _—64
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THREAT/VULNERABILITY MERGER FORM—
DISCLOSURE

1~r~r r r
!I~I I I
l i t

~~~~~

— C — C~~~~~~~ k t S

Covert Operating System Modifications — — —
~ erat1ng System Flaws — — —Application Software — — —• • Co~~inication Software 

— — — —Inadequate Audit and Security Mechanisms 
— — — —• Inadequate Error Detection 
— — — —

• Inadequate Protection Features 
— — — —Power Supply 

— — — —- 
Erviro.ment.l Support Systems 

— — — —Building Construction — — — — —Internal Phys ical Access Contro~ — — — — —

External Physical Access Control — — — — —Fire Protection — — — —_Operat ions Procedures — —Sof~~ re Development Procedures — — —Spfti.ar, Acewetance Procedures — —• Sof~~ re Maintenance Procedures 
— — — — —Input/Output Procedures — — — — —Supply and Service Procedures 

—

E rgancy Procedure s — — — —Security Procedures and Security Officer — — — — —
• Management — — _ — —Personnel - — — —Inadequately Protected Comunicatiosis Links 

— — — —‘C~~ unication Architecture 
— — — — — —

(2

• Figure _—65
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THREAT/VULNERABILITY MERGER FORM—
MODIFICATION

— t 
- — _ . _ — ~ J~~

- — _

Covert Operating System Modifications 
—

Operating System Flaws 
—

Appl ication Software 
—

Coiriunication Softwa re 
—

Inadequate Audit and Security Mechanisms 
—

Inadequate Error Detection 
—

• ~ / Inadequate Protection Features 
—

Power Supply 
—

Environmental Support Systeus 
—

Building Construct ion
• Interna l Physical Access Control 

—

External Physical Access Control — — —
Fire Protection 

—

Operations Procedures
Softwa re Development *~rocedures 

—

Software Acceptance Procedures
Software Maintenance Procedures 

—

Input/Output Procedures
• Supply and Serv ice Procedures

£w jency Procedures
S curity Procedures end Security Offi cer
Managsemn t

Personnel
Inad.qu.te~y Protected Co unications Links 

—

Coemsil catio n Arch itectu re 
— — —

‘ a-

Figur e —66
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• ~ THREAT VULNERABILITY MERGER FORM•
DENIAL OF SERVICE

Covert Operating System Modifications
Operating System Flaws 

—

Application Software
Comeunication Software
inadequate Audit and Security Mechanisms
Inadequate Error Detection
Inadequate Protection Features
Power Supply -
Enviroimental Support Systems 

—• Building Construction — —
- 

I’ j Internal Physical Access Control — —

External Physical Access Control = —
Fire Protection 

—Operations Procedures 
—

Software Development Procedures 
—

Software Acceptance Procedures 
—Softwa re Maintenance Procedures

Input/Output Procedures — -

Supply and Service Procedures — -

Emergency Procedures — —Security Procedures and Security Officer 
—Management — -Personnel 
—Inadequately Protected Coem un icat ions Link s

Cc unication Architecture —

(

Figure _—67
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(1)  For each threat listed on a threat/vulnerability f orm, transfer
the threat rating from the Threat Tally Sheet to the fir st row of the

matrix .

• (2) For each vulnerability listed on the threat/vulnerability fo rm ,

transfer the vulnerability level fr om the Vulnerability Tally Sheet

to the first column of the matrix .

~ I
( 3 )  For each applicable threat/vulnerability pair (threats and vulner—

• 
abilities which are not related for an impact have been removed from

- consideration), use Table —6 (DI to estimate the number of times that

the particular threat will exploit the particular vulnerability. Place

this value at the intersection of the row and column . - •

(4 )  Extra rows and columns have been provided to add addit ional vulner—

abilities and threats identified in the threat and vulnerability analyses.

List only threats that could have the indicated impact on a threat!

vulnerability merger form . 1~ not consider threat and vulnerability

pairs that are not related.

1.4.6 Asset Exposure Analysis Procedure. In this step all asset exposure

I 
computations are perfo rmed.

a. Analysis of the I~~~act of Threats on Non—Dollar—Va lued Assets.

• (1) Forms and Tables Required.

(a )  Completed asset evaluation forms.

- (b ) Completed threat/vulnerability merger fo rms for destruction ,

disclosure , ~~dification , and denial of service .

I (a) Preprmnted asset exposure forms (Figures —68 through —71 ) for :

; J 
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I Asset Type: Non—dollar—Valued
-

• • 2 Impact Categories : Destruction, Disclosure , Modification ,

Denial of Service , if no additional threats or vulnerabilities

- - ~• have been added .

Or, blank asset exposure forms (Figure _—72) if additional threats
or vulnerabilities have been added • (Ma ke extra copies of any
blank forms used.)

Cd ) Tables _—1 (DI and _— 7 I D I .  (Make extra copies of Table — 7 [ D J . )

(2 )  Procedure. Perform the following procedure for each of the four
• impact categories . If no threats or vulnerabilities have been added ,

begin with step b using the preprinted asset evaluation forms. Other-
wise begin with step a using blank asset evaluation forms.

(a) If threats or vulnerabilities have been added , copy all of
the vulnerabilities, along with all applicable threats, from
the Threat/Vulnerability Merger Form for the impact category
to a blank Asset Evaluation Form • Use the format of the
preprmnted asset evaluation forms as guidance .

(b) Enter the names of all assets listed on the Asset Evaluation
Form as having non—dollar values for the impact category

• in the spaces allotted for assets on the Asset Exposure

Form.

Cc )  Trans fer the appropriate impact value for each asset from
the Asset Evaluation Form to the app ropriate box on the Asset
Exposure Form .

(d)  Transfer the frequency of sircessful attacks for each th reat/
vulnerability pair from the approp riate Threat/Vulnerability

(
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BLANK ASSET EXPOSURE FORM

VULNERABILITY 
____  ____ ___ ____ •___  ____  ____  ____  ___
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-
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— ___ ___ ___ ___

Figur e _—72 •
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Table _—1 (DJ . Frequency of Attacks

Frequency Rating
H

Never 0

Once in 300 years 1

Once in 30 years 2

Once in 3 years 3

Once every 4 ~~nths or 3 times a year 4

Once a week or 52 times a year 5

On c e a d ay or 365 t im e s a y e ar  6

Once every 2 hours 7

• Once every 15 minutes 8

Note: Ratings may be modified by + for “u~ re —
often than or — for less often than . For
example, 3+ is more often than every 3 year s
and 3 is less often than every 3 years .
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ADDING FREQUENCY RATINGS

ENTEN ~ OF N*~~INGS

r • - 1- — — —

~~, _._ _ ____ 
* 3

2 — — ~ 
________________________________________________________ — —

2 — — * ~ 
___________________________________________________ 

— —

2* * ~ -~~~ — —
* 7  

__________________________________ ——— — * 1  
_____________________________  ——

— — 
——

- 
*7

4 — — I
* 1  _________________________  

—

*3  ____________________________ — —
*7 __________________________ — —

I 
— — 

* I 
- — —— — *3:—— — ~~~~ 

______________________ ——
$ 

— — ~~~~~~
— — —r—

* 3  

__________________  

— —  S

*7  _____________________ 

—_
7 — — — I

* 1  • ~~~~
— I

7* 
* I ________________________ — — ~ 1——

• ~~~~~~ 

— x l  ____________________ 
— I—’—— — * 3 ____________________ —

— -‘- —

IWTENMIDIATE NATING$ II 10 S S 7 S S 4 $ 2 1 0

PIN*L ~ATINO

Table —7 (D)
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INSTRUCTIONS FOR USING TABLE -7(D)

I Use. Table _—7 ED) is used to add either attack frequencies or asset exposures.

-‘ Make copies of the table and do the computations directly on the table .

- Instruction. The following instructions apply for the addition of attack-

- 

I fr equency ratings and the addition of asset—exposure ratings.

1. ~~tter in the number of ratin~s column the number of t imes each rating

appears in the list to be added .

2. Multiply each line by the factor shown and enter the resulting number

in the rightmost column , one digit per space.

3. Add the numbers in the rightmost column and enter the sum directly

~ 
( below, one digit per space.

4. The number of the leftmost space in this sum with a non-zero value will

be the intermediate rating. Call the number of this column “n. ”

5. To compute the final rating , use the following guides:

• 
• 

~~try in the Leftmost Non—Zero Space Final Rating

1 (n)

2, 3, 4 (n )  +

5, 6, 7 (n+l)

8, 9 ( n+l )

The final rati ng will be a s~x~cessful attack frequency rating .

(1~ 
_
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Merger Form to the corresp onding box on the Asset Exposure
-
, Form.

(e)  For every threat/vulnerability pair listed on the Asset Exposure
Form, determine whether th. given threat could have the indicated

impact on each asset. If the threat could have that impact on
• the asset, enter the frequency rating into the box in the

same row and column as the threat/vulnerability pair and

the asset. Otherwise enter N/A (Not Applicable).

( f )  For each asset listed on the Asset Exposure Form, add the
• ratings in the column using Table _—7 ( CD) and enter the result

in the box provided at the bottom of the column . Be sure to

add the ratings from all pages of the form. This number

represents the rating of the expected frequency of successful

attacks having the specified impact on the asset . Use Table

— 1 (D) to convert this rating to an estimate of the actual

fr equency.

S b. Analysis of the I~~~act of Threats on Dollar—Valued Assets.

• ( 1)  Forms Required .

(a) Completed asset eveluation forms.

(b) Completed Threat/Vulnerability Merger Form for Destruction ,

Disclosure , Modi ficatio n , and Denial of Service.

(a ) Preprinted asset exposure forms (Figures _-73 t hroug h _—76 ) for:

• I Impact Category : Destruction , Disc losure , Modification ,
and Denial of Serv ice.

2 Asset Type : Dollar-Valued.
—
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Use the preprinted forms if no additional threats or vulner— - -

abilities have been added.

Use blank asset evaluation exposure forms (Figur e —72 ) ,  if

additional threats or vulnera bilities have been added . Make

extra copies of any blank form s used .

- - ;
- 

( d )  Tables _—8 [D] and _—9 (D) .  (Ma ke extra copies of Table _—9 ( D ) ) .

( 2 )  Procedure. Perform the following procedure for each of the four

impact categories.

(a )  If threats or vulnerabi lities have been added , copy all of

the vulnerabilities, along with all the applicable threats,

fr om the Threat/Vulnerability Merger Form for the same

impact area to the blank Asset Exposure Form. Use the

( format of the preprinted asset evaluation forms as guidance .

If threats or vulnerabilities have been added , begin at step ( a )

using blank asset evaluation forms. Otherwise , begin at step (b )

using the preprinted asset evaluation forms .

(b )  Enter the name of each asset listed on the Asset Evaluation

Form as having a dollar value in the impact category into the I

space allotted for assets on the Asset Exposure Form.

Cc ) Transfer the dollar value in the impact categOry from the

Asset Evaluation Form to the appropriate box on the Asset

Exposure Form for each asset identified in (b). -

(d) Transfer the frequency of successful attack for each threat/
vulnerability pair fr om the appropriate Threat/Vulnerability
Merger Form to the corresp onding box on the Asset Exposure

( I  
Form.
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Table —8. (Dl Average Asset Exposure Computation

Frequency of Successful Attacks

1 1” f 2 2” 3
_ 

~ ~~ 4~ 4 4+ 5~ 3 5~ C 6 6’ 7 7 7” ~ ~ 8’

f 1 1~ 2 2 2~ 3
_ 

3~ 3
+ 

4~ 4~ 4+ s
a 

5
_ 

5
+

i 1 1  1’ 2 2 2 3  3 3 ’4 4 4 ~~~5 S  5” 6
1 1” i’ 2 2’ 2” 3 3~ 3~ 4 4+ 4+ 5 3+ 5+ 6

1’ 1 1 1~ 2 2 2” f 3 3~ C C 4~ 5 5 5~
’ C C

2 1 1  1’ 2 2 2 ” 3 3 3
4

4 4 4 ~~~~~~3 5  5” 6 6 6’ 7

2’ i 1 ” 1’ 2 2’ 2’ 3 3’ 3~~ 4 4’ 4~~~5 5”’ 5’ 6 C 6 7

~ 1 1” f 2 2’ 3
_ 

3~ 3+ C 4~ 5~ 
— 5’ C C 6’ f 7 7~

3 1 1  1”’ 2 2 2~~~3 3 3
4

4 4  4~
’ 5 3 5’6 6 6’7

3
+ 1’ 1”’ 2 2’ 2’ 3 3’ 3’ 4 4+ 4’ 5 5’ 5’ 6 6’ 6’ 7 7’ 7’ S

4
_ - 
f i 1” f’ f 2

” 
3~~ 3~~ 3

+ 4~~ 4~ 4~ 5~ 5~ 5~ C C 6”’ f 7~ 7”• &‘ C C
ti ~ 1’2 2 2’3 3 3 ~~~4 4  “ 3 5  5~

’ 6 6 6’7 7 7”’ S 8

4”’ 1 2~ 2 2’ 3~ 3 3+ 4~ 4 4~ 3 5 5 6 6 6’ 7~ 7 C S 8 9 9

c 1’ 2 2’ 2” 3 3’ 3~ 4 4’ 4~ 5 5~ 5’ 6 6” 6 7 7” 7’ 8 8’ C 9

5 2 3~ 3 3 4~
’ 4 4 5 5 5 C 6 6 7~ 7 7 C 8 8 C 9 9 3~~~0

3~ 2’ 3 3 3 4 4’ ~
‘ s 3” 5~ C 6’

~ 6”’ 7 7’ 7”’ C 8’ 8”’ 9 9’ 9 ~O

C f 3 3’ . 4 4~ C S C 6 6’ 7~ 7 7~ C $ 8’ C 9 ~‘ if 10 ~~

6 3 3 ’ 4 4 4 ’ 5 3  3’ 6 6 6~~~7 7 7’ 8 8 8’ 9 9 9’10 :)1f~~~~~

~ 3 4 4 4’ C 5 5’ C 6 6’ 7 7 7’ C 8 5’ C 9 ~~~~~~~10 13

7 C 4 4 C 3 3’ C 6 6’ 7 7 7’ 8 8 8’ 9 9 9 iC 10

7 4  4’ 3 5 ? 6  6 6 ’ 7 7 7 ’ 5 8  8’ 9 9

7• 4~ 3~ 3’ 5’ C 6’ 6~
’ 7 7’ 7” C e’ •

4 C ~
‘

C 3 5’ C 6 6”’ f 7 7’ C $ ~4. 9
_ 

9 9” lO lO

• S 3~ 6 6 6’ 7 7 7”’ 8 8 8’ 9 9 9~
’ 7.0 10 1O’

Nq~e: Ignore precision estimates for average exposure ratings .
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Table -9(D). Exposure Computation

( Asset or Vulnerability Name :

Exposure
Value Number of Ratings : x Miltiplier Intermediate Value

1— 
_ _ _ _ _ _ _ _  

x 7 — —— I I

1 _______ x 10 — _,_ • _ 0
1+ _______ x 30 —

2— _______ x 70 — _,__ 0
2 _______ x 100 —

2+ ______ x 300 — _ , 0 0
3— _______ x 700 —

3 ______ x 1,000 —

3+ _______ x 3,000 — 
___

, 0 0 0
4— 

__________ 
x 7,000 — 

— 
_ ,0 0 0

4 
__________ 

x 10,000 — , 
— 

0,0 0 0
4+ __________ x 30,000 , 

— 
0,0 0 0

5— 
_________ 

x 70 ,000 — , 
— 

0, 0 0 0
5 __________ x 100 , 000 — 

— 
, 0 0,0 0 0

5+ _________ x 300 ,000 — 
— 

, 0 0,0 0 0
6— __________ x 700 ,000 — 

— 
, 0 0,0 0 0

6 __________ x 1,000 ,000 — 
— 

_ ,0 0 0,0 0 0
6+ __________ x 3,000 ,000 — — _,0 0 0,0 0 0
7— _________ x 7,000 ,000 a — — ,0 0 0 ,0 0 0
7 __________ x 10,000,000 , 

— 
_,0 0 0,0 0 0

7+ __________ x 30,000,000 — , 
— 

,0 0 0,0 0 0
8— 

__________ 
x 70,000,000 a 

—
, 

— 
,0 0 0,0 0 0

8 
__________ 

x 100,000,000 — , 
— 

_ ,0 0 0,0 0 0
8+ ______ — x 300 , 000 , 000 — 

— — 
,,0 0 0 ,0 0 0

Total Dollar Value $ 
_____________________

Xnstructions for Table — 9(D~

I • For each Exposure Value, count the number of times the value appears in the
row ~r column being considered on the Asset Exposure Form. Enter this
number in the Number of Ratings column .

2. For each row multiply the nu~~.r of ratings by its multiplier to obtain the
Intermediate Value.

3. Add all of the intermediate values to obtain the Total Dollar Value.

I
t
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C e) For every threat/vulnerability pair listed on the Asset

Exposure Form, determine whether the threat could have the
particular impact on ~~~~ asset. If the threat could have

that impact on the asset, use Table _,—8(D) to compute the

portion of the Annual toss Estimate for the asset due to

this threat/vulnerability pair. Enter this value into the

box in the same row and column as the threat/vulnerability

pair and the asset. Otherwise enter N/A (Not Applicable)
in the box.

(f) For each asset listed on the Asset Exposure Form , use Table

—9 (D] to add the ratings in the column. Enter the result in

the box provided at the bottom of the column • Be sure to add

the ratings from all pages of the form. This number is the

Annual Loss Expectancy (ALE) in dollars from threats having

the particular impact on the asset.

( -

(g) Add the annual loss expectancies for all assets to get the

system-wide annual loss expectancy from the impact category ,

and enter this in the box provided at the lower right .

c. Computation of System-Wide Cost Measures. This section develops the

annual loss expectancy for the entire ~DP facility and provides a break-

down of financial losses caused by each vulnerability of the facility.

( 1)  Required Forms.

(a ) Completed asset exposure forms for:

I Asset Type s Dollar-Valued.

2 Impact Categori es s Destruction , Disclosure , Modification,
and Denial of Service

( 
(b) Blank Total Exposure Form ( Figur e —77 ) .
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____________________________________________________

TOTAL E3~~OSURE PO~~l

TOTAL ANNUAL COST DUE
VULNERABILITY TO VULNERABILITY

Covert Operating System Modifications _______________________________

Operatng System Flaws 
_______________________________

Application Software ________________________________

Co~~ inication Software ________________________________

Inade quate Auditors Security Me chanis ms 
_____________________________

• Inadequate Error Detection 
_______________________________

Inadequate Protection Features 
_______________________________

- 
j Power Supply _____________________________

Environmental Support Systems 
___________________________

Building Construction ____________________________

Internal Access Control 
_____________________________

External Access Control 
_______________________________

Fire Protection _______________________________

— Operations Procedu re s 
_______________________________

Software Development Procedure s 
_____________________________

Software Acceptance Procedure s 
_______________________________

Software Maintenance Procedures 
_______________________________

Input/Output Procedures 
_____________________________

Supply and Service Procedures 
_______________________________

Emergency Procedures ________________________________

Security Procedures and Security Office 
_______________________________

Management _______________________________

Figure _—77 (Page 1 of 2)
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Total Exposure Form ( Continued)

TOTAL ANNUAL COST DUE
VULNERABILITY TO VULNERABILITY

Personnel _______________________________

Inadequately Protected Communication Links ____________________________

Communication Architecture _________________________________

‘
~~~~~~

TOTAL SYSTDI-WIDE ANNUAL LOSS EXPECTANCY

H
Piu gre _—77 (Page 2 of 2)  
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(2 )  Procedure.

(a )  For each vulnerability listed on the Total Exposure Form , add

the total costs caused by that vulnerability from the four

asset exposure forms. Enter this total in the box on the

Total Exposure Form.

(b) Add the systmm—wide annual loss expectancy from the four asset

exposure forms. Enter the sum in the total system—wide

annual loss expectancy box on the Total Exposure Form.

1.4.7 Countermeasures Selection and Application Procedure. Countermeasures

are applied for two reasons :
N

• o To reduce asset exposure for dolla r— valued assets

i-i ( 0 To provide a required level of protect ion for non—dollar—valued assetc

For a discussion of the method for select ing countermeasures, see paragraph

1.3.7.

Form” °equired.

(I) Working copies of the Threat/Vulnerability Form--Disclosure.

(2 )  Working copies of the Threat/Vulnerability Fo rm-—Destruct ion .

(3 )  Worki ng copies of the Threat/Vulnerability Form——Modification.

(4) Working copies of the Threat /Vulnerability Form--Denial of

Service.

- 1 (5)  Completed total exposure forms.

—139
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(6)  All seven completed asset exposure forms.

- (7)  Tables _—1 0 (DJ and _— 11 CD) .

(8)  The descriptions of counte rmeas ur es.

Li (9) Countermeasures Affecting Each Vulnerability ( Figure _,—78).

This procedure is divided into two interrelated parts: the selection of counter-
measures and the application of countermeasures.

After you select a countermea sure for consideratio n by the procedure described
in paragraph a , use the procedure descr ibed in par agraph b to determine the
effect of applying the countermeasure. This will allow you to decide whether

- 
or not to implement the co~mtermeasw’e •

a. Procedure for Countermeasure Selection. Follow this procedure in
determining what countermeasures to use :

( 1 )  Appl y all countermeasures mandated by policy using the proced ur e
outlined in paragraph b.

(2 )  Discard all countermeasures that would cost too much , would be

- - 
ineffective at the particular ADP site, or are otherwise inappropriate.

(3 )  Apply all no-cost or low-cost countermeasures using the procedur e
- 

- outlined in paragraph b.

(4)  Consider the cost—effectiveness of all countermeasure s tha t are
not already implemented or discarded.

To do this require s judgment on the part of th, risk assessor, since

- - 
it is generally impracticable to examine al l, possibl, combination s of the

( remaining countermeasures. The risk assessor should try representative

_— 140
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Table —1O (D]. Ratings for Countermeasures Application

Effectiveness of Countermeasures Rating

Very High Vii

High H
- 

Medium N
Low L

( 
Very Low VL
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- - - samples of single countermeasures and groups of countermeasures selected

by the followi ng criteria:

(a)  Select countermeasures that reduce the level of those vulner—

abilities that are identified on the Total Kxposure Form as

having a large contribut ion to the total ALE. Counter measures
that are designed to correct a part icular vulnerability are
listed in Figure , ,—7$ as having • maj or effect on that

vulnerability. COuntermeasures that have a mell effect on
the vulnerability as a side effect of correcting some other

vulnerability are listed as having a minor effect on the
vulnerability.

Ib) Select countermeasures that are highly effective .

Cc ) Select countermeasures that affect sore than one vulner—

ability.

Cd) Select countermeasures that protect against the specific cause
of a vulnerability.

Evaluate the countermeasures select ed both singly and in combination

to determine whether any of them are not cost—effective by themselves
or whether they are not cost—effect ive in combination. A countermeasure

that is not cost—effective by itself will not be cost—effective when

applied in combination with other countermeasur es. —

The teat for cost—effe ctiveness is made by applying the countermeasures

as outlined in paragraph b and observing whether the reduction in the

AL! is greater than the cost of the countermeasures. If so, the

counte rm easures are cost—effect ive .

(5)  After you have applied all of the cost—effe ctive countermeasures ,

examine th. frequency of successful attacks against non-dollar-va lued

—146
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assets on the four asset exposure fo rms for non—dollar— valued assets.

If any of these assets are subjected to a risk that is unacceptable

either by Navy policy or to the risk assessor , apply countermeasures

to those vulnerabilities that allow the greatest number of attacks

to succeed , in an attempt to lower the risk to an acceptable level.

b. Countermeasure Application. TO determine the effect of a counter-

measure or set of countermeasures, follow this procedure.

( 1)  Select a countermeasure or a set of countermeasures to be imple-

mented as described in paragraph a.

(2) Evaluate the effectiveness of each of the selected countermeasures

using Table ,_—1O[D ) on the following basis:

(a) The description of each countermeasure as found in

Appendix 
— 

of the U.S. Navy ADP Handbook.

(b) The degree to which the safeguard will be ccmpatible with the
ADP system .

Cc )  The amount of duplication of protection that exists between

the countermeasure under evaluation and other countermeasures

being implemented or already in place in the ADP system.

If countermeasures provide protection in dif ferent ways ,

this will have no effect on the rating. If the counter—

measures duplicate each other in some way , the effectiveness

rating of one of them will be reduced.

Cd )  If the countermeasure protects more than one vulnerability,

make an effectiveness rati ng for each vulnerability.

(3 )  For each vulnerability that is protected by one or more counter—
- measures, modi fy all entries in the app ropriate row of all four threat/

_— 147
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vulnerability merger forms using Table _—1 1 (D) • If a vulnerability
is affected by sore than one countermeasure, modify that row once
by each countermeasure .

(4 )  Perform the Asset Exposure Analysis (paragraph 1.4.6 ) using the
modified threat/vulnerability merger forms.

1.4.8 Worst—Case Ana lysis Procedure (Optional). In this step, the effect of
lack of precision in the threat and asset analyses can be deter-mined.

a. For-me Required.

(1)  Completed Threat Tal ly Sheet .

(2) Completed Vulnerability Tally Sheet.

(3) Blank threat/vulnerability merger forms for: destruction, ~
- 

-

disclosure, modification, denial of service.

(4)  Blank asset exposure analysis forms for :

(a)  Impact areas : destruct ion , di sclosure , modification , denial
of service.

(b) Asset types: dollar-valued and non—dollar-valued.

(5)  Completed asset evaluation forms.

(6) Tables _‘-6 (DJ , — 7 (D) , —8 ( D ) , ,_,— 9 (D ] , — 10 (D ) , — 11 (D) , ,_ — 12[D ) .

b • Procedure.

(1) For each threat listed on the Thr eat Tally Sheet, use Table _— 12( D]

to st i te the maximum possible attack frequency from the threat rating
showe .

—148

~ :~~~~~~~

- -

~~~~~~~~~~~~ ~~~
— 

~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~



_ _ _ _ _ _ _  
- - - - - - - - - - - -

~~~~~~~

-

~~~~~~~~

- 
_

Table _-121D) . Estimate of Maximum Ratings

Precision Ratings

-HI 
~~
- 

‘
- 

____ _ _ _ _

Frequency 
- 

1 1 1+ 2+ 
-

or Value 
- 

1’s’ _________ 2 2 
-

- - 
Ratings 2 2 2 3

- 
2 2 

- 
2~ 3~

2 ” 2~ 3~ 
4_

- _____________________ ______________________ ______________________ — - -

H 3 3~ 3 4

3 3 3+ 4+

- 
3+ 3+ 4~ 5 

-

- 

4_ 
- 

4_ 4 5 
-

- 
4 4 4+ 5+ 

-

- 
4+ 4+ 5 

— 
6 

-

- 
5 5 5 6 

-

- 
5 5 5~~ 6~

’ 
-

5+ 5~ 6 7 
-

6 6 6 7 
-

6 6 6~
’ 7” 

-

6’~ 6’~ 7~ __________ -

7_ 7_ 7 
— 

8 
-

7 7 7+ 5+ 
-

7+ 7+ _________ 5+ 
-

_________ _________ 
8 8’~ -

8 9 8~ 8’ 
-

9+ 8~ 8” 8’ 
-

Direct ions : Locate the row with the frequency or asset rati ng for
which the maximum value is to be comput ed. Locate the column with
th. precision of this rating . The maximum rati ng is at the inter-
section of the row and column.

_—149
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(2 )  For each asset listed on the asset evaluation forms, use Tab le

_— 12 (D) to estimate the largest possible value rating in each impact

area where the asset has a dollar value.

(3) Perform the threat/vulnerability merger using the threat ratings
computed in Step 1. Else the procedure in paragraph 1.4.5.

(4 )  Perform the asset exposure analysis using the asset ratings computed
in Step 2. Use the procedure in paragraph 1.4.6.

C. Note. The ALEs and levels of risk computed in the worst—case analysis
represent the least favorable view of the security at the ADP system or

facility. Any countermeasures recommended as a result of this analysis
must be considered with this in mind .

A worst-case analysis need only be done if a large number of ratings are

( rough , or if there are assets that req uire a pa rtic ular level of protection
and a test must be made to determine if the impression in some ratings means
that this level is not being met.
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U The Attachment contains an example of how the risk assessment forms are

complet ed and interrelated. This example is not intended to provide complete
instructions and should be used in conjunction with the step—by—step
instructions provided earlier.

A rating with precision estimate is provided for each threat including instal—
lation specific threats. A sample form for the threat of Uncleared Personnel
Access is provided in the sampl e information to justify the rati ng.

The Threat Tally Sheet contains the rating for this threa t and for seven
other threats. For brevity the threat evaluation forms for the other threats
are not included.

A vulnerability level is provided for each vulnerability including instal ~~ton
r specific vulnerabilities. A sample form for the vulnerability of Application

Software is provided with sample information to j ustify the vulnerability level.

The Vulnerability Tally Sheet contains the vulnerabili ty Level for this
vulnerability and for eleven other vulnerabilities.’ For brevity the v-ulner-

- 
- abilities evaluation forms fOr the other vulnerabilities are not included.

- 
- The information fran the Threat and Vulnerability Tally Sheets is transferred

to the Threat/Vulnerability Merger Form. The form for modification is used

as an example. The Frequency of Successful Attack is completed using the
tables provided and entered at the insect ions of those threats and vulner—
abilities that are not crossed out .

The inf ormation from the Threat/Vulnerability Merger Form is transferred to
the Asset Exposure Form. This includes the Frequency of Successful Attack
for each threat/vulnerability pair .

— 

- 
Assets are valued using the asset evaluation form . Different values can be
provided for an asset depending upon the impact category being considered.

Att ._—2
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For this example values have been assigned to sample assets for unauthorized

modification. Essentially these assets values are intended to represent the

impact should threat asset be modified. High values have been assigned to

the informat ional assets such as the payroll program indicating that the

risk assesser believes the unauthorized modification of these assets would

have a serious impact . The central processor also has a high impact value

for unauthorized modification.

The threat/vulnerability pairs are then matched against the assets that could

reasonably be impacted by a successful attack. The matching is accomplished

on a judgmental basis considering each threat/vulnerability pair as a unique

senario in regard to the asset being considered.

The suimnary information from the asset exposure form i~ ~ ~nf erred to the —

total exposure fo r-in for f urther analysis. In this case there are two major

- 

- 
areas of vulnerability : Inadequate Audit and Security Mechanisms, and Appli—

cation Software. At this point it may be advisable to evaluate the threat

frequencies used to derive this exposure value and the values assigned to

assets affected by these two major vulnerab ilities. Once this process has

— been accomplished , countermeasures can be selected based on the recommended

list of countermeasures. The asset exposure would then be completed again

as needed until a suitable set of countermeasures was identified.

- 

( i
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Threat Evaluation Form
THREAT NAME THREAT FREQUENCY

j  RATING PRECISION
Uncleared Personnel Access 4 e F— 

TASLE _•U ~ (TABLE _.4)

DESCRIPTION
Uncleared personnel , e.g. , visitors , maintenance staf f , or customer
engineers , may be allowed unescorted access or greater access than warranted.

EXAMPLES & EVALUATION GUIDANCE
o Visitors who are part of an escorted tour may become separated from

the group and enjoy imescort ed access to vital elements of the ADP
- 

- 
facility such as the tape library

o Frequent visitor-a to the ADP facility may be allowed to escort them-
selves to their destinations , thus bypassing the access control and
escort procedures for visitors

o Visitors may observe classified information being processed

o Visitors may observe vu].nerabilities in the ADP countermeasures for the
purpose of exploiting these vulnerabilities; for example, they may
observe staffing of guard stations at shift change

o Visitors may plant passive devices such as hidden microphones or act ive
devices such as bombs -

o Maintenance staf f and customer engineers may not be properly escorted
- ~

- - and supervised

0 Unescorted persons may commit acts of vandalism

EVALUATICN GUIDANCE
Estimate the probable frequency of attacks by uncleared personnel with
legitimate access to the ADP facility. Sign—in logs can provide the number
of persons admitted to the facility per year. The number of uncleared

- 
I personnel who have greater access than warranted should also be considered .

Using the total number of uncleared people as an upper limit , the risk
assessor should estimate how many of these people may misuse their privileges
or attempt to gain wider privileges.

IMPACT
DESTRUCTION ~~ DISCLOSURE ~~ MODIFICATION ~~ DENIAL OF SERVICE

JUSTIFICATION
During the past year uncleared personnel gained access to the computer center
four t imes. Figures for previous years are not available, but are believed

( to be about the same. Precision estimate of Rfair ly precise is used since
some, but not all, instances of uncleared personnel are detected and reported

Figure Att. _— 1
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THREAT TALLY SHEET

I I
k THREAT FREQUENCY RATING I PRECISION

I II I
Post-K~~iloymant Access 1 4 R

Disgrunt led Employee Access 3 H
I I

Agent Access 2 R
I I

Uncleared Personnel Access ( 4+ F
I I

Emanations (Unintended) I _______________________
I I

Emanations (Covert ) 
_______________________ ________________

Emanations (Interference) 1 R
I I

Improper Marking I ________________________ _________________
I I

- 
Improper Handling .1 _________________

Frau d 3+ R

Alteration of Software 3- F
— — I I

Alteration of Hardware -.

I I
— Disclosure of Information 1 1I I

Physical Theft _________________________ _________________

I I
Eavesdropping 

________________________ _________________

I I
Misuse of Resources II I
Intentional Denial (Software) _______________________ j________________

Intentional Denial (Hardware) _______________________ ________________

I I
Power Instability 4 V

Telecoimnunications_Failure ________________________ _________________

Environmental Control Failure _______________________ ________________

Sabotage ________________________ _________________

Weather Dama ge - I _______________

Figur e Att . —2 (Pag e 1 of 2)
- 
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THREAT TALLY SHEET (Continued)

THREAT I FREQUENCY RATING PRECISION

Natural Disaster I________________________ ________________

Water Damage (Internal) ______________________ _______________

Water _Dama ge_(External ) ______________________ _______________

Fire (Internal ) ______________________ __________-____

Fire_ (External) ______________________ _______________

Enemy Overrun

I
______

I 
I

Vi~~~e Att . _—2 (Page 2 of 2)

Att . 
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Vulnerability Evaluation Form
VULNERA BILITY NAME VULNERABILITY LEVEL

Application Software lION
(TABLE _-3)

DESCRIPTION

The applicat ion software may contain desige or implementation flaws that

- 
t could lead to a compromise of secur ity .

EXAMPLES & EVALUATION GUIDAN CE

0 Improper Marking. The applicat ion software may not properly mark
classified or sensitive computer—produced information.

0 labedded Information. The application software may contain imbedded
passwords or other sensitive information . This information could
be disclosed inadvertently or perhaps not marked properly.

o Error Handli~ g. Application sof tware which is designed to handle
errors can often cause unwanted disclosures and possible denials
of service.

EVALUATION GUIDANCE
The rating should consider the likelihood that application programs contain
faults that could either di sclose or destroy information or cause denial
of service. Only programs that have legitimate access to classified data
need be evaluated for flaws that could lead to di sclosure. Application

- 1 programs can cause denial of service in a number of ways ; for example:
- I o Excessive service requests

o Failure to perform
o Infinite looping
o Crashing the system

Vulnerability will be greater if persons in a position to benefit from flaws
have the opportunity to insert them. The rating should be based on how
comson the flaws are likely to be and how damaging the consequences of these
flaws could be. Historical information can be used.

Unless certification of applicat ions software has been done , the rating will
be no lower than medium.

Consult the individual applications managers .

JUSTIFICATION
Numerous instance . ha-v. been recorded in which unauthorized changes of a
non—malicious natur e have been made • These changes have destroyed the

( ~ integ rity of important dat a bases.

Figure Att. _—3
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VULNERABILITY TALLY SHEET

L -

- 
- 

VULNERABILITY I VULNERABILITY LEVEL

Covert Operating System Modifications j MEDIUM

Operating System Flaws (Unintentional) j MEDIUM

Application Software J HIGH

Coimnunication Software j LOW

Inadequate Audit and Security Mechanisms J HIGH

Inadequate Error Detect ion J VERY LOW

Inadequate Protection Features VERY LOW

Power Supply HIGH

Environmental Support Systems MEDIUM

Building Construction LOW

Internal Physical Access Control LOW

External Physical Access Control MEDIUM

Inadequate Fire Protection ______________________________

Operations Procedures ______________________________

Software Development Procedure s ______________________________

Software Acceptance Procedures ______________________________

Softwa re Maintenance Procedure s ______________________________-

InputJOutput Procedures I
Supply and Service Procedures f
Emergency Procedures _____________________________

Security Procedures and Security Office ______________________________

Management 
____________________________

Personne l ____________________________

Figur e Att . -4 ( Page 1 of 2)
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Vulnerability Tal ly Sheet (Continued )

VULNERABILITY VULNERABILITY LEVEL

Inadequately Protected Cosnaunication Links _____________________________ -

Comeunication Architecture I______________________________ -

U
Figur e Att . _-4 (Pag e 2 of 2)
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THREAT/VULNERAB ILny MERGER FORM—
MODIFICATION

i , I ~
T:i
L

Covert Operating System M o f ~cat~o~s

Operating System Flaw s -

Application Software 
—

Comeunicition Software 
—

Inadequate Audit and Sicurity Mechanisms — 

—

Inadequate Error Detection 
— rL —

Inadequate Protection Features 
— 

—

Power Supply 
—

Environmental Support Syste ms 
—

Build ing Construction
Internal Physical Access Control 

— 
—

External Physical Access Control 
—

Fire Protection
Operations Procedures
Software Development Procedures — —Softwa re Acceptance Procedures 

—
- - Software Mainten a nce Procedures — —Input/OutDut Procedures

Supply and Service Procedures 
—

£msrgency Procedures
Security Procedures and Security Officer 

—

Management 
—

Personnel 
—

Inadequately Protected Coemun ications Links 
—

Co unication Architecture 
— — —

— — — — _ — 
_ _ _ 

— .

Figur e Att. —5
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ASSET EVALUATION FORM
ASSET NAME U N O ~~~ED UNAUThONIZED UNAUThONIZED UNAUThORIZED

DESTRUCTiON DISCLOSURE MODIFICATION DENIAL OF_____________________ 
____________ 

UN VICE

DOLLAR VALUED? DOLLAR VALUED? DOUAR VALUED? DOLLAR VALUED?ON—LINE o ~ES D t S  YES D YESDATA BASE fJ NO 0 “° 0 NO 0 NOVALUE VALUE VALUE VALUE
DOLLAR VALUED? DOLLAR VALUED? DOUAR VALUED? DOLLAR VALUED?PAYROLL 
D YES 0 YES YES 0 YESPROGRAM o No 0 NO 0 NO 6 0 NOVALUE VALUE VALUE VALUE

p
DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?

CENTRAL 0 YES 0 vu YES 0 YES
PROCESSOR 0 NO 0 NO 0 NO 5+ 0 NOVALUE VALUE VALUE VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?
AUDIT Dr” DYES ~]ves D~’RECORDS Q NO (J NO 0 No ~~ 0 NOVALUE VALUE VALUE VALUE

- DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?
O. S. DYES Q YES DYES DYES
SOFTWARE NO VALUE ~‘ No VALUE 0 NO 

VALUE 0 ‘~~ VALUE
DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLL~ VALUED?

0 YES DYES DYES 0 ‘~~
DNo ONO Q v.o OMOVALUE VALUE VALUE VALUE

DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED’
DYES DYES 0 ~~ 0 YES
ONO ONO ONO D”°VALUE VALUE VALUE VALUE

DOUAR VALUED? DOLLAR VALUED? DOLLAR VALUED? DOLLAR VALUED?
DYES DYEs 0 YES DYES
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TOTAL E]WOSURE PO1~l(
~ ( MODIFICATION ONLY FOR DOLLAR-VALUED ASSETS )

I TOTAL ANNUAL COST DUE
VULNERABILITY TO VULNERABILITY

-
- 

- 
Covert Operating System Modifications I $ 2,000.

Operatng System Flaws 1 11 , 000.

I ; Application Software 310,700.

Communication Software 0.

Inadequate Auditors Security Mechanisms 400,000.

• Inadequate Error Detection 707.

Inadequate Protection Features 0.

Power Supply 30 ,000.

Environmental Support Systems ______________________________-

Building Construction J 0.
Internal Access Control J 15,277.

External Access Control j 64, 930.

Fire Protection J
Operations Procedures _______________________________

Software Development Procedures

Software Acceptance Procedures _______________________________

Software Maintenance Procedures ~~~
4 Input/Output Procedures I

Supply and Service Proce dures _______________________________

Emergency Procedures I
Security Procedure s and Securit y Office ______________________________

Management _______________________________

I
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________________________________I I

Inadequately_Protected_Communication_Links ________________________________

Communication Architecture _________________________________
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TOTAL SYST~~ -WI I~~ ANNUAL LOSS EXPECTANCY

$834,614.
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